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1. Managing a Moodle site  

 1.1 Managing accounts 
 An administrator can perform various tasks relating to user accounts in Administration > Site administration > 

Users > Accounts.  

 1.1.1 Browse list of user s 

 An administrator can browse and search the list of all user accounts in Settings > Site administration > Users > 

Accounts > Browse list of users. 

 Administrators can search for a particular user, using their name or email address as the search term, and then 

edit their profile. Editing a user's profile is a way to reset the user's passwords when they are unable to log in. Another 

ǊŜŀǎƻƴ ŦƻǊ ƴŜŜŘƛƴƎ ǘƻ ŜŘƛǘ ŀ ǳǎŜǊΩǎ ǇǊƻŦƛƭŜ ƛǎ ǘƻ ŘƛǎŀōƭŜ ǘƘŜƛǊ ŜƳŀƛƭ ŀŘŘǊŜǎǎ ƛŦ ǘƘŜ ǎƛǘŜ ƛǎ ǊŜŎŜƛǾƛƴƎ ƭƻǘǎ ƻŦ ǳƴŘŜƭƛǾŜǊŜŘ Ƴŀil. 

 1.1.2 Bulk user actions  

 The bulk user actions feature in Administration > Site administration > Users > Accounts > Bulk user actions 

enables administrators to select users by creating a filter and then perform any of the following actions: 

¶ Send a message (requires Messaging to be enabled) 

¶ Delete user accounts 

¶ Display a list of users on a page 

¶ Download user data in text, ODS or Excel file format 

¶ Force users to change their passwords 

¶ Add users to a cohort 

 To perform a bulk user action  

¶ If you know them, choose your users from the available 

list or else click Show Advanced to create a filter. 

¶ Users can be filtered according to full name, surname, 

first name, email address, city/town, country, 

confirmed, first access, last access, last login, 

username, authentication.  

¶ If you have set a custom profile field, this is available 

too from the "Profile" dropdown box  

¶ Select users from the list. 

¶ Choose an action from the dropdown menu ] 

 

 

 1.1.3 Adding a new user  

 An administrator or manager (or any other user with the capability moodle/user:create) can create 

new user accounts in Settings > Site administration > Users > Accounts > Add a new user. 
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 Username 

 The user will use this username to log in to the Moodle instance. It needs to be unique. This may be 

changed. A user's name can only contain alphabetical letters in lowercase, numbers, hyphen '-', underscore 

'_', period '.', or an at character '@'. 

 Authentication method  

 Choose Joomdle if you want to have the user also created in Joomla. 

 Suspended account 

 Suspended user accounts cannot log in or use web services, and any outgoing messages are discarded. 

 Generate password and notify user 

 Moodle will generate a temporary password and email the user with instructions on how to log in and change it. 

The email message (as in the screenshot below)may be changed in Site 

administration>Administration>Language>Language settings. Select 'moodle.php' and the string identifier 

newusernewpasswordtext                               

                                       

 Password 

 This is the user's password. It is subject to the password policy in Site policies. A user can change their password 

by the Settings block > My Profile settings > Change password link. 

 First Name 

 The user's first name. It is displayed along with the last name in messages, forum posts, participants list, reports 

and anywhere where something about the user is shows on the page. 

 Surname 

 The user's surname. It is displayed along with the first name in messages, forum posts, participants list, reports 

and anywhere where something about the user is shows on the page. 

 Email address 

 Password reset notices, forum digests and other messages are sent to this email address from the Moodle site. 

 Email display  

 This setting controls who can see the user's email address. 

 Email format  

 This setting can be used such that Moodle will send text-only emails to the user. 
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 Email digest type 

 This setting set whether the user will receive an email for each new forum post in subscribed forums, or if new 

posts should be sent once per day in a digest, and which type of digest. 

¶ No digest (one receives individual emails), 

¶ Complete (a single digest daily) or 

¶ Subjects (a single digest daily with only the post topics included). 

 Forum auto -subscribe 

 If a user subscribes to a forum, new posts will be sent in the digest as specified. This setting sets whether a user 

is automatically subscribed to forums or if a manual click on the subscription button in each forum is required. 

 Forum tracking  

 This setting specifies whether new posts written since the user's last visit should be highlighted as such. 

 When editing text  

 This setting specifies whether the user prefers to see the WYSIWYG text editor or just a plain text box. 

 Screen Reader 

 Enabling this setting will improve the display of Moodle to make it more compatible with screen readers. 

 City/town  

 The user's city or town 

 Country 

 The user's country 

 Timezone 

 This setting is used to adjust the times of messages and assignment/quiz due dates to match the user's local 

time 

 Preferred language  

 This will cause the Moodle interface to be displayed in the specified language. (See Language packs) 

 Note: Content will not be translated automatically, but if multi-language content is entered the appropriate 

language content will be displayed, if available. 

 Description  

 Information about the user that other users can see. 

 User Picture 

 The user's picture can be displayed next to the user's name next to any content he/she has posted in Moodle 

activities such as the forum. See User pictures for details. 

 Interests  

 The list of interests can be used as a way of connecting users with similar interests. Tags must be enabled on the 

site. 
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 Optional  

 There are several optional fields that come with an standard install. These include: Web Page, ICA number, 

Skype ID, AIM ID, Yahoo ID, MSN ID, ID number, Institution, Department, Phone, Mobile Phone, Address. 

 1.1.4 Cohorts 

 Cohorts are site-wide or category-wide groups. Cohorts enable all members of a cohort to be enrolled in a 

course in one action, either manually or synchronised automatically. 

 Creating a cohort  

 Cohorts can be created by site administrators and other users with appropriate permissions. 

¶ Access Administration > Site administration > Users > Accounts > Cohorts 

 

¶ Click the Add button 

 NOTE In the dropdown you can choose between making your cohort available throughout the site "system" or 

in a named category. 

¶ Cohorts are visible to teachers by default but unchecking the 'Visible' link will mean they are not available for 

teachers to use in their courses. New feature 

¶ Complete the details and save the changes. 

¶ Follow the assign link opposite the cohort name in the list of available cohorts. 
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¶ Select potential users from the list then click the Add button. 

 To synchronise cohort members with course participants, the Cohort sync enrolment plugin should be enabled 

in Administration > Site administration > Plugins > Enrolments > Manage enrol plugins. 

 Adding users to a cohort in bulk  

¶ Access Administration > Site administration > Users > Accounts > Bulk user actions 

¶ Find users by setting an appropriate filter 

¶ Add users from the available list to the selected list 

¶ Choose 'Add to cohort' with selected users 

 Managing category cohorts  

 Cohorts which have been created for a category rather than the system can be located by selecting the 

appropriate category and then clicking the Cohorts link in Administration>Category (name)>Cohorts 

 1.2 Enrolments 
 Enrolment, or 'enrollment', is the process of marking users as participants in the course, that includes both 

students and teachers. At the same time users are usually give a role in the course which specifies what they are 

allowed to do. 

 1.2.1 Enrolment plugins  

 Moodle provides a number of ways of managing course enrolment, called enrolment plugins. 

 

 To set an enrolment method: 
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¶ Click on Administration > Site administration > Plugins > Enrolments > Manage enrol plugins. 

¶ Click on the enable checkboxes opposite your chosen enrolment plugin(s). If you wish, you may choose more 

than one enrolment method.  

¶ Click the "Save changes" button. 

¶ Click the settings link opposite the enrolment plugin(s) you have chosen. 

¶ Configure the required settings and click the "Save changes" button. 

¶ Repeat until you have edited all the plugins you have enabled. 

¶ The order in which enrolment plugins are applied can be set. This may be important for some plugins. It also 

affects the order of enrolment options on the course enrol page. 

 

 1.2.2 Manual enrolment  

 The manual enrolments plugin allows users to be enrolled manually via a link in the course administration 

settings. The plugin has to be enabled by the site administrator (see Enrolment plugins) and should normally be enabled 

as certain other enrolment plugins, such as self enrolment, require it. 

 Course settings 

 Checking you have manual enrolment in your course 

¶ In a course, go to Administration > Course administration > Users > Enrolment methods 

¶ Make sure Manual enrolments has its "eye" opened. 

 

 Editing manual enrolment settings  

 Managers (and any other users with the capability enrol/manual:config) can edit the manual enrolment method 

in the course and set the default enrolment period and default role in Administration > Course administration > Users > 

Enrolment methods. 
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 It is possible also for students and/or teachers to be notified when enrolments expire by selecting either 

"Enroller only" or "Enroller and enrolled user" from the dropdown "Notify before enrolment expires" and a time in 

"Notification threshold". 

 Enrolling users  

 Method 1 

1. Go to Administration > Course administration > Users > Enrolled users 

2. Click the 'Enrol users' button at the top right or bottom left of the page 

3. Use the 'Assign roles' dropdown if you wish to change the role 

4. Select enrolment options as appropriate 

5. Browse or search for the user (Note that when searching for users, exact matches are listed first) 

6. Click the Enrol button opposite the user. The user will indent in the list and the enrol button will disappear, 

indicating that the user is enrolled. 

7. When you have finished, click the 'Finish enrolling users' button (or simply close the enrol users box) 

 The user will then appear in the list of enrolled users. 

 Note: The enrolment option 'Recover user's old grades if possible' is not ticked by default and is easy to miss. An 

admin can make it so that the checkbox is ticked for all courses on the site by enabling the setting 'Recover grades 

default' in Administration > Site administration > Grades > General settings. 

 

 Method 2 

1. Go to Administration > Course administration > Users > Enrolment methods 
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2. Click the 'Enrol users' icon in the edit column opposite manual enrolment 

3. Select users from the not enrolled users list, using Ctrl + click to select multiple users 

4. Click the add button to add the users to the enrolled users list 

 

 Editing individual enrolment start and end dates  

 Enrolment start and end dates may be edited for individual students as follows: 

1. Go to Administration > Course administration > Users > Enrolled users 

2. Click the edit icon in the enrolment methods column for a particular user. 

3. Edit dates as required, then click the 'Save changes' button. 

 

 Admin settings  

 The manual enrolment plugin may be enabled or disabled site-wide in Administration > Site administration > 

Plugins > Enrolments > Manage enrol plugins. 

 Site-wide settings, including default settings for manual enrolment in new courses, may be set via 

Administration > Site administration > Plugins > Enrolments > Manual enrolments. 

¶ Enrolment expiration action - specifies what happens when user enrolments reach expiration date. Please 

note that option "Unenrol user from course" purges grades, group memberships, preferences and other 

user related data from the courses. 

¶ Hour to send enrolment expiry notifications - specify hour for sending expiration notifications. 

¶ Add instance to new courses- if this is enabled, then whenever a new course is created, manual enrolments 

will automatically added to new courses. 

¶ Enable manual enrolments - this specifies if enrol instances are enabled by default in new courses, it is 

strongly recommended to keep this setting enabled. 

¶ Default role - this sets the default role, which is normally student and may be altered by a teacher in a 

course. 

¶ Default enrolment duration - this sets the default length of enrolment in new courses. 

¶ Notify before enrolment expires - specifies if teacher or optionally students should be notified before the 

expiration. 

¶ Notification threshold - specify how many days should be users notified before the enrolment expiration. 

 1.2.3 Self enrolment  

 Self enrolment is the method whereby users can choose to enrol themselves into a course, either immediately 

by clicking "enrol me in this course" or by typing in an enrolment key they have been given. The enrolment plugin needs 
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to be enabled by the site admin in enrolment plugins and has to be enabled within the course. The manual enrolment 

plugin has to be enabled in the same course as well. 

 Course settings for self enrolment  

 Checking self enrolment is enabled 

In a course, go to Administration > Course administration > Users > Enrolment methods and ensure the "eye" is opened 

for self enrolment. 

 

 Adding an enrolment key to a course 

 A course enrolment (or enrollment) key is one method of restricting Self enrolment to a smaller group. The 

default setting is not to set a key and allow anyone to enrol themselves into the course. 

 An enrolment key is often used as a simple method of having someone else beside the teacher determine if a 

particular student can self enrol in the course. The idea is that one or more people will supply the course key to 

authorized people. Sometimes this distribution is private email, snail mail, on the phone or even verbally in a face to 

face meetings such as a class or counselor's office. 

¶ In the course administration block, click Users>Enrolment methods 

¶ Make sure self enrolment is enabled (has its eye open) and then click the edit icon on the right: 

 

¶ Add your enrolment key in the box provided. (Click Unmask to see what you are typing.) 
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¶ Click Save changes 

 Setting a group enrolment key 

¶ If you wish your users to enrol themselves directly into a group in the course then you can set a group 

enrolment key which you then tell them to use when they access the self-enrolment screen.  

¶ To do this, you first need to add the course enrolment key as in the section above. 

o If you do not set a master course enrolment key for the course, then anyone can enrol without a key 

and users will not be put into groups. 

o Users in groups do not need to know the master course enrolment key, only their own group 

enrolment key. 

o Users not in a group can use the master course enrolment key as usual 

¶ Change the setting Use group enrolment keys to Yes 

¶ Save the changes and then in the Course administration settings, click Groups>Create groups 

¶ Add an enrolment key to the group. This will be the key they type in to access the course. (The course 

enrolment key is simply there to keep others out) 

 Making an enrolment key required in every course 

 By default, enrolment keys are not set. However, if the administrator wants to ensure all teachers set enrolment 

keys then this can be forced in Administration>Site Administration>Plugins>Enrolments>Self enrolment This means that 

self enrolment settings will not "stick" until the teacher adds an enrolment key. 
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 NOTE: It does NOT provide a site wide enrolment key. 

 Using the password policy for enrolment keys 

 To ensure that teachers use secure keys that follow your Moodle's password policy, check the box in 

Administration>Site Administration>Plugins>Enrolments>Self enrolment. 

 Giving users a hint of the enrolment key 

 By default, for security reasons, Moodle will not give any clues as to what the enrolment key is. Checking the 

box in Administration>Site Administration>Plugins>Enrolments>Self enrolment will provide the first letter of the 

enrolment key if needed. 

 Setting the enrolment period 

 Tick the "enable" box to the right of Enrolment period and then choose your dates. 

 Enrolment duration 

 Set the amount of time a user enrolment is valid, starting with the moment the user enrols themselves. If 

disabled, the enrolment duration will be unlimited. 

 Notifying users when their enrolment expires 

 It is possible also for students and/or teachers to be notified when enrolments expire by selecting either 

"Enroller only" or "Enroller and enrolled user" from the dropdown "Notify before enrolment expires" and a time in 

"Notification threshold". 

 

 Deciding the maximum number of users in your course 

 Type the maximum number of users you want in your course in "Max enrolled users". When this limit is 

reached, nobody will be able to self-enrol. If you leave the number at 0 then there will be no maximum number. 

 Sending a welcome message to new users 

 If enabled, users receive the following message via email when they self-enrol in a course: 

Welcome to {Course name} If  you have not done so already, you should edit your profile page so 

that we can learn more about you: {link to profile page}  

 If you want to send a different message, simply type it in the custom welcome message text box. 
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 An admin can customise the message for the whole site by editing the welcometocoursetext language string. 

 Admin settings  

 The self enrolment plugin may be enabled or disabled throughout the site in Administration > Site 

administration > Plugins > Enrolments > Manage enrol plugins. 

 Shared settings for all courses 

The page Administration > Site administration > Plugins > Enrolments > Self enrolment. contains options for defaults that 

admin can set: 

¶ Require an enrolment key - if this box is ticked then all courses with self-enrolment enabled will need to 

have an enrolment key. The setting won't save until the teacher adds a key - something to be aware of as 

this can cause confusion:) 

¶ Use password policy - tick this box if you want enrolment keys set by teachers to follow the password policy 

of the site. 

¶ Show hint - tick this box if you are prepared to allow the first letter of a key to be given as a "hint" 

¶ Enrolment expiration action - specifies what happens when user enrolments reach expiration date. Please 

note that option "Unenrol user from course" purges grades, group memberships, preferences and other 

user related data from the courses. 

¶ Hour to send enrolment expiry notifications - specify hour for sending expiration notifications. 

 Default enrolment settings in new courses 

 These can be set in Administration > Site administration > Plugins > Enrolments > Self enrolment but teachers in 

individual courses can alter them to suit their needs: 

¶ Add instance to new courses - if admin selects this, then any new course created will include the self 

enrolment plugin 

¶ Enable self enrolments- if this is enabled then users by default can self enrol into a course. 

¶ Use group enrolment keys - the setting for group enrolment keys in a course will be set to "yes" by default 

¶ Default role assignment - normally, when users self enrol, they have the student role. If necessary that role 

can be changed by default here - for example - if your Moodle has a dedicated role you wish to use instead. 

¶ Enrolment duration - this sets the default enrolment length for new courses (but again, may be altered by 

the course teacher.) 

¶ Notify before enrolment expires - specifies if teacher or optionally students should be notified before the 

expiration. 

¶ Notification threshold - specify how many days should be users notified before the enrolment expiration. 

¶ Unenrol inactive after- this sets the default time after which a student will be unenrolled if they haven't 

accessed the courses. (Teachers may change this) 

¶ Max enrolled users - adding a number here will specify the maximum number of users who can self-enrol 

into new courses. Teachers in the course can change this. If it is left at 0, there will be no maximum. 

¶ Send course welcome message- if this box is checked then newly enrolled users will receive a welcome 

message by default. 

 Self enrolment method options  

 One course may contain multiple self enrolment methods. User may be enrolled once in each instance only. 

¶ Custom instance name - specify custom enrolment method name. 
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¶ Enable existing enrolments - if disabled all users enrolled via this plugin can not access course. 

¶ Allow new enrolments - disable if you do not want to allow students to self enrol in the future. 

¶ Enrolment key - specify key required for enrolment. 

¶ Use group enrolment keys - optionally use group keys for enrolment too. 

¶ Default assigned role - specify role to be assigned to users during enrolment, this can be changed manually 

after enrolment. 

¶ Enrolment duration - specify enrolment length, this can be manually after user enrolment. 

¶ Notify before enrolment expires - specifies if teacher or optionally students should be notified before the 

expiration. 

¶ Notification threshold - specify how many days should be users notified before the enrolment expiration. 

¶ Unenrol inactive after- specify time after which a student will be unenrolled if they haven't accessed the 

courses. 

¶ Max enrolled users - adding a number here will specify the maximum number of users who can self-enrol 

into this course. 

¶ Only cohort members - optionally restrict this enrolment method to members of specified cohort. 

¶ Send course welcome message- if this box is checked then newly enrolled users will receive a welcome 

message by default. 

¶ Custom welcome message - specify custom message if necessary. 

 1.2.4 Cohort sync 

 Cohorts, or site-wide groups, enable all members of a cohort to be enrolled in a course in one action, either 

manually or synchronised automatically. 

 Note: Teachers can add cohorts to courses by default but a manager or admin can hide certain cohorts from 

teachers by unchecking the 'Visible' box in the Cohort settings or by clicking the 'eye' icon on the Cohorts screen. 

 Enrolling a cohort in a course  

 In order to actually enrol users from a Cohort into courses the Cohort-Sync Enrollment plugin needs to be added 

to the enrollment methods for the course. The Administrator will first need to enable the Cohort-Sync enrolment plugin 

site wide (Administration > Site administration > Plugins > Enrolments) 

 Adding a whole cohort 

 Available cohorts may be selected from Course administration>Enrolment methods and then selecting from the 

dropdown the 'Cohortsync' method.  
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 Enrolling cohorts this way means that if members are added or removed from the cohort they are added or 

removed in the course too - ie, enrolment is synchronised. 

 When synchronising a cohort it is also possible to automatically add all cohort members to the group: 
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 Adding cohort members 

 Cohort members may be enrolled from Course administration>Enrolled users and clicking the 'Enrol users' 

button, and then 'Browse cohorts'. 

 

 Enrolling cohorts this way means that members may be removed individually from the course, i.e., there is no 

cohort synchronisation. 

 1.2.5 Guest access 

 The Guest access plugin allows users with the Guest role to view the contents of a course. This might be used, 

for example, if a Moodle site serves as a website where certain courses contain publicly available information, or else 

with a commercial Moodle site where courses with guest access can offers a "taster" of the kind of courses which may 

be purchased. (Note that the guest cannot participate in any activities; they can only view content.) 

 Course settings for guest access 

¶ In Administration > Course administration > Users > Enrolment methods, first ensure that you have added 

"guest access" as an enrollment method, and that it has its eye open. 

¶ Ensure that self enrolment is also enabled. 

¶ In Administration > Course administration > Edit settings, scroll to "Guest access" 

¶ Set the drop down to "Yes" 

¶ If you wish guests to use a password to access the course then add it here. 
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 Admin settings for guest access 

¶ In Administration > Site administration > Plugins > Enrolments > Manage enrol plugins,ensure Guest access 

is enabled (has its eye open.) This enables Guest access. 

¶ In Administration > Site administration > Plugins > Manage authentication set the Guest login button to 

Show if you want the button on the Frontpage. 

¶ Also Guest accounts can be logged - check the Administration> Site administration > Server > Cleanup > Log 

guest access setting 

 Default settings for guest access 

¶ Clicking on Administration > Site administration > Plugins > Enrolments > Guest access brings up the screen 

where admin can set defaults for guest access in courses. 

¶ Clicking the 'Advanced' button next to 'Allow guest access' will hide this setting in a course and will instead 

display a 'Show more' link to click on to access the setting. 

¶ Guest access can be turned on by default in all new courses and you can also: 

¶ require each course with guest access to have a password for guests. (Note: this can confuse teachers who 

are not aware of the requirement.) 

¶ use or ignore your Moodle's standard password policy for guest access passwords 

¶ offer if needed the first letter of the password as a hint. 

 Auto-login guests 

¶ In Administration > Site administration > Users > Permissions > User policies, you can tick the box so that 

visitors are automatically logged in as guests when accessing a course with guest access (i.e. they don't have 

to click the "login as guest button". 

¶ In Administration > Site administration > Plugins > Authentication > Manage Authentication, you must have 

"Guest login button" set to "Show". 

¶ In Administration > Site administration > Security > Site policies you can check "Open to Google" setting so 

that the Google search robot will be allowed to enter your site as a Guest. In addition, people coming in to 

your site via a Google search will automatically be logged in as a Guest. 

 1.2.6 Category enrolments  

 The category enrolments plugin allows users to be enrolled in a category as opposed to individual courses. The 

plugin has to be enabled by the site administrator (see Enrolment plugins). The category enrolment plugin will 

synchronise any role assignments at category context with the capability enrol/category:synchronised set to allow. 
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 Note: It is recommended that Cohort sync is used in preference to category enrolments. There are performance 

issues with category enrolments. 

 Settings for category enrolment  

¶ Go to the category into which you wish to enrol users. Note: You need to have category rights (manager or 

administrator) 

¶ In the Administration block, click Assign roles. The list of possible roles you can assign will appear: 

 

 NOTE: The roles you see here are roles which have been assigned at the category context and which you are 

able to assign, ie, the role has been checked in Site administration>Accounts>Users>Permissions>Define roles>Allow role 

assignments. 

 Admin settings for category enrolment  

The category enrolment plugin may be enabled or disabled throughout the site in Administration > Site administration > 

Plugins > Enrolments> Manage enrol plugins. 

 Assigning teachers or students to a category 

¶ By default, only managers and course creators can be assigned category-wide. If you want to add teachers 

or students then the site administrator needs to tick the "category" box in their role in Administration > Site 

administration > Users > Permissions > Define roles. 

¶ To ensure they will be automatically assigned as teachers/students in any new courses you make, the 

administrator needs to set to "allow" the capability enrol/category:synchronised for the role in question 

in Administration > Site Administration > Users > Permissions > Define roles. 

 

 Allowing teachers to assign category roles 

 If you wish teachers to be able to assign roles in the category context, you must ensure that the selected roles 

are available in the category context and that your category teacher role has the selected role checked in Site 

administration>Accounts>Users>Permissions>Define roles>Allow role assignments. If you simply assign a teacher to a 
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category without taking these extra steps, then they will see a message "You cannot assign roles" when 

clicking Category administration>Assign roles.  

 1.3 Roles and permissions 
 A role is a collection of permissions defined for the whole system that you can assign to specific users in specific 

contexts. The combination of roles and context define a specific user's ability to do something on any page. The most 

common examples are the roles of student and teacher in the context of a course. 

 1.3.1 Managing roles  

 Managing overall role capabilities can be done by an administrator using Administration > Site administration > 

Users > Permissions > Define roles. This is the place to add custom roles or modify existing roles. The "Manage roles" 

tab, allows the system administrator to edit any one of over 350 different capabilities associated with any role. The 

"Allow role assignments", "Allow role overrides" and "Allow role switches" contain a matrix which give the ability for a 

specific role to work with other specific roles. 

 Manage roles 

 The 'Manage roles' tab contains a list of roles on your site. The edit column contains icons for editing, deleting 

roles and copying roles, and for moving them up or down in the list (affecting the way that roles are listed around 

Moodle). 

 

 To edit a role: 

1. Go to Administration > Site administration > Users > Permissions > Define roles. 

2. Click the edit icon opposite the role you want to edit. For example "student". 

3. On the editing role page, change permissions as required for each capability. 

4. Scroll to the bottom of the page and click the "Save changes" button. 

 Role name localization  

 If a standard role name or description is empty Moodle uses a default string from the current language pack. 

Custom roles can be customized using multilang syntax. 

 You may also override the role names separately in each course. 

 Resetting a role 

 To reset a role back to the default permissions: 
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1. Go to Administration > Site administration > Users > Permissions > Define roles. 

2. Click on the name of the role, for example "student". 

3. Click the 'Reset' button. 

 Note that if you have students who have been given extra permissions at course and/or activity levels (such as 

forum ratings), then they will no longer be able to do this once the role has been reset to its default. A teacher would 

need to go back and set up these extra permissions in the course/activity levels again. 

 Allow role assignments  

 The "Allow role assignments" tab allows (or does not allow) a specific role to be able to assign specific roles to a 

user. 

 

Enabling teachers to assign other teachers 

By default, teachers can only assign other users the roles of non-editing teachers, students and guests. If you want 

teachers to be able to assign other teachers in their course, you can allow the role assignment: 

1. Click on Administration > Site administration > Users > Permissions > Define roles. 

2. Click the Allow role assignments tab. 

3. Click the checkbox where the teacher row and column intersect. 

4. Click the "Save changes" button. 

 Allow role overrides  

 The "Allow role overrides" tab allows (or does not allow) a specific role to be able to override specific roles for a 

user. For example, it might allow a teacher role to override a student's role to a non-editing teacher's role. 

 Note that the settings only apply to roles that have the capabilities moodle/role:override or 

moodle/role:safeoverride allowed. 

 Allow role switches  

 The "Allow role switches" tab allows (or does not allow) a specific role to be able to temporarily change their 

role to another specific role. For example, this might allow a users assigned to a custom role in a course to see "Student" 

in the Settings > Switch role list. 

 Note: the selected role must also have the moodle/role:switchroles capability to be able to switch. 
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 1.3.2 Assign roles  

 Context and roles 

 In Moodle, apart from the site administrator, users do not normally have a global, site-wide role. In other words, 

even though you may be a tutor offline, when you are in Moodle you could have a tutor role in the course you teach in 

but a student role in another course where you are studying for a diploma. There are a few exceptions but this is 

generally the case. 

 Because of the way Moodle works, assigning roles is done for a particular context. A site and course are 

examples of two different contexts. When you create a new role or tweak a pre-existing role via Administration > Site 

Administration > Users > Permissions > Define roles, you are asked in which context(s) you want the role to be assigned: 

 

  Here are some examples of contexts; how to get to the assign roles screen, and when/why you would 

assign roles here: 

 System context 

¶ Administration > Site Administration > Users > Permissions > Assign system roles 

¶ Any roles assigned here apply to the whole Moodle site. It makes sense therefore that only roles that need 

this functionality can be assigned here. The Manager role and Course creator role are examples of two such 

roles. Assigning a teacher or student here would result in their being able to teach/study in every single 

course on the site, which is not usually desirable. 

¶ If you really feel your Moodle needs to have teachers or students assigned in the system context, go to the 

teacher/student role in Administration > Site administration > Users > Permissions > Define roles and check 

the "system" box. Then search for and allow the capability moodle/course:view 

 Front page context 

¶ Administration > Site Administration > Front Page>Users>Permissions>Assigned roles 

¶ Those with a role in the system context do not need to be assigned a role here as well. 

¶ However you might want to allow a teacher to manage items on the front page; in this instance, you would 

assign them the role on the Front page. 

 Course Category context 

¶ See Category enrolments 

¶ Users may be enrolled in the category to save enrolling them in each individual course in that category. 

 Course context 

¶ Go to Administration > Course administration > Enrolled users 
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¶ Click the "Enrol users" button and click those users you wish to enroll 

 The dropdown menu at the top shows roles for which you are allowed to enrol; typically those users with lower 

roles than you.  

 

 Block context 

¶ (Within the block) Administration > Assign roles 

¶ You may wish to assign roles to a block if, for instance you want specific people to see the block but for it to 

be hidden from others 

 Activity Module context 

¶ (Within the activity settings) Administration > Locally assigned roles 

¶ An example of this is assigning a student the teacher role locally in an individual activity like a forum so they 

can moderate their classmates' posts while still retaining the student role in the rest of the course. 

 Hierarchy  

 By assigning a role to a user in a certain context, you grant them the permissions contained in that role for the 

current context and all lower contexts. 

 The list of contexts in hierarchical order is as follows: 

¶ System (no parent) 

¶ Front page (parent = system) - 

¶ Course category (parent = parent category or system) 

¶ Course (parent = category or system) 

¶ Module (parent = course or system) 

¶ Block (parent = course or system) 

¶ User (parent = system) 

 Roles can be inherited. For example if a user is assigned a Teacher role in a specific course category then the 

user will have this role in ALL courses within the category. Tip: use the override feature in a specific context for 

exceptions. 

 Roles will only work if the role assignment is made in the correct context. Some examples: a Teacher role should 

be assigned to a user in the course or course category context, a Forum moderator for a particular forum should be 

assigned in that specific forum. 
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 Assigning someone the role of Site administrator  

¶ Site administrators are assigned via a special page: Administration > Site Administration > Users > 

Permissions > Site Administrators. Select the name from the right and move it over to the left: 

 

¶ The original (primary) administrator cannot be deleted. 

 Checking a user's role assignments 

 A user's role assignments can be checked by going to their profile page then in the administration block under 

the profile settings for the user, clicking 'This user's role assignments'. 

 Hidden roles 

 If you want to provide users with access to the course, but don't want them to be visible in the participants list, 

use the Other users link in the course administration menu (Administration > Course Administration > Users > Other 

Users). Assigning roles here provides course access, and editing rights according to the permissions set for the role 

assigned without actually enrolling the user in the course. This is similar to the functionality of the "hidden user" check 

box in previous versions of Moodle. 

 Note: By default, the only role which can be assigned to other users is the manager role. To enable other roles, 

such as teacher to be assigned, the capability moodle/course:view should be allowed for the role (see below). 

 Enabling teachers to assign the role of teacher  

 By default, teachers are only allowed to assign the roles of non-editing teacher, student and guest. To enable 

teachers to assign the role of teacher: 

1. Access Administration > Users > Permissions > Define roles. 

2. Click the tab "Allow role assignments". 

3. Click the checkbox where the teacher row and column intersect. 

4. Click the "Save changes" button. 

 Beware of assignments that don't make sense 

 There are many role assignments that do not make sense as the underlying functionality does not exist. Just 

because you give someone the "right" to do something does not guarantee that the interface or facility actually exists 

within the context that you have assigned that right. For example, you can assign a user the right to create new 

categories in the category context. However there is no interface within Moodle to do that (category creation is only 

available at the system level). 

 Multiple assignments  

 A significant part of the roles infrastructure is the ability to assign a user into multiple roles (at the same time). 

The capabilities of each role are merged to produce the effective set of capabilities. For example, a user could be both a 

Teacher and Student in the same course. You should be careful to ensure that if you change a user's role that you 

remove them from any other roles as required as this will no longer be done automatically. 
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 1.3.3 Roles settings 

 User policies 

 The following settings may be changed by an administrator in Administration > Site administration > Users > 

Permissions > User policies. 

 Role for visitors 

 Users who are not logged in to the site will be treated as if they have the role specified here, granted to them at 

the site context. The role of Guest is the default and the recommended setting for standard Moodle sites. The user will 

still be required to login to participate in an activity. 

 Role for guest 

 This option specifies the role that will automatically be assigned to the guest user. This role is also temporarily 

assigned to non enrolled users when they enter a course that allows guests without password. 

 Deny Guest Access to a site altogether 

 Go to Site administration > Plugins > Authentication > Manage authentication and there is a switch there that 

allows you to turn the Guest Access button off altogether. 

 Default role for all users 

 It is recommended that the default role for all users is set to Authenticated user. To set it to a custom role, the 

custom role must be assignable in the system context and have role archetype set to none. 

 Note: It is not recommended that the default role for all users is set to student. 

 Auto-login guest 

 If not set, then visitors must click the "Login as a guest" button before entering a course which allows guest 

access. 

 Note: If auto-login guest is set, the guest login button also needs to be set to show (in Administration > Site 

administration > Plugins > Authentication > Manage authentication), even though visitors won't necessarily use it. 

 Hide user fields 

 The following user fields appear on users' profile pages. Certain user fields are also listed on the course 

participants page. You can increase student privacy by hiding selected user fields. 

 Description, city/town, country, web page, ICQ number, Skype ID, Yahoo ID, AIM ID, MSN ID, last access, My 

courses and first access and groups 

¶ User fields on users' profile pages are hidden from all users with the 

capability moodle/user:viewhiddendetails not set. 

¶ User fields on the course participants page are hidden from all users with the 

capability moodle/course:viewhiddenuserfields not set. 

 Unsupported role assignments  

 Unsupported role assignments are role assignments in contexts that make no sense for that role, such as the 

course creator role in the course or activity context, or the teacher role in the user context. 
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 Prior to Moodle 2.0, there was no 'Context types where this role may be assigned' setting in the edit role form, 

and so any role could be assigned in any context. Upon upgrading a site from 1.9, any role assignments in contexts that 

make no sense for that role are listed as unsupported role assignments in Settings > Site administration > Users > 

Permissions > Unsupported role assignments. 

 In general, it is safe to delete all unsupported role assignments. In doing so, the worst that can happen is for a 

user to be unassigned a custom role; no other data loss will occur. 

 1.3.4 Using roles  

 Below are just a few creative examples of uses of roles and permissions in various settings. 

 Give a student forum moderator rights  

 How: Assign the role of non-editing teacher in the module context, via the "Locally assigned roles" link in the 

forum administration section of the Settings block. 

 

¶ Enables a user to edit or delete forum posts, split discussions and move discussions to other forums 

¶ See Forum moderator role for more details 

¶ Consider assigning this role to two students, and guiding them in learning to facilitate a forum together; for 

example, they can share the "coverage" of the Forum on certain dates. 

 Enable a student to grade assignment submissions 

 How: Assign the role of non-editing teacher in the module context, via the "Locally assigned roles" link in the 

assignment administration section of the Settings block 

¶ A form of peer assessment/evaluation 

¶ Similar use: Enable a student to grade essay questions in a quiz 

 Give a student the rights to approve database module entries  

 How: Assign the role of non-editing teacher in the module context, via the "Locally assigned roles" link in the 

database administration section of the Settings block 

¶ Enables a user to approve, edit and delete database module entries 
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¶ Similar use: Give a student the rights to approve glossary entries 

 Allow a student to clean up saved chat sessions 

 How: Assign the role of non-editing teacher in the module context, via the "Locally assigned roles" link in the 

chat administration section of the Settings block. 

¶ Allows a user to delete chat logs for conversations which don't go anywhere 

¶ Allows a user to save chat logs for a longer period of time 

¶ Allows a user to put together group chat sessions 

 Enable students to rate forum posts  

 How: Override the student role in the module context, via the "Permissions" link in the forum administration 

section of the Settings block, and allow the capability to rate forum posts. 

 

¶ A formative assessment 

¶ Peer evaluation 

¶ See Forum permissions for more details 

¶ Similar uses: Enable students to rate database or glossary entries 

 Allow students to unenrol themselves from a course  

 How: Override the student role in the course context, via the "Permissions" link (Users > Permissions) in the 

Course administration area of the settings block and allow the "Unenrol self from the course" capability. 

¶ Useful for taster courses, revision courses and any other courses which are optional 

¶ See Unenrolment for more details 

 Hide a block from guests 

 How: Override the guest role in the block context, via the "Permissions" link (Users > Permissions) in the block 

administration area of the Settings block and prevent the capability to view blocks.  
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 Provide temporary access to a Guest Speaker in a completely online class 

 How: Create a non-editing teaching role blocking access to everything but post to forum. 

 Steps to prevent guests from seeing confidential student information: 

1. Assign a guest role without access to grades and assignments. 

2. Only grant access to the guest for the minimal amount of time they need to be in the class. 

 1.3.5 Standard roles  

 1.3.5.1 Site administrators  

 Site administrators have permissions to do anything. 

 Users may be assigned the role of site administrator by another site administrator in Administration > Site 

administration > Users > Permissions > Site administrators, but the role itself cannot be edited (or deleted!). 

 

 Note: The primary administrator (created when the site was created) cannot be removed from the site 

administrator role. 

 1.3.5.2 Manager role  

 The default Manager role enables users assigned the role to access courses and modify them, as well as perform 

certain administrative level tasks related to courses, users, grade settings, etc. 
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 Unlike the administrator role, the Manager role is a 'real role', whose capabilities you can edit, but is similar to 

Administrator (but much safer to use) due to its broad default powers. As a normal role, like Course Creator or Teacher, 

while the Manager role has almost very many capabilities by default, you can edit that role if you choose. 

 Adopting a best-practice based on the Principle of Least Privilege suggests that Admins should normally use a 

Manager role, and not use an Administrator account, similar to the way you are recommended not to log into Linux as 

root. 

 The Manager role therefore allows a site Administrator to give very powerful roles to others who are assigned a 

Manager role, but without having to give them a full Administrator role. 

 Assigning the role of Manager at the Site level 

 You can give someone the Manager role sitewide (to enable them for instance to add new users) by going 

to Settings>Site Administration>Users>Permissions>Assign system roles, selecting the Manager role and moving over 

your chosen user. 

 When you do so, users in that role will have access to only some of the items in Site administration. They do not 

have access to areas such as Security, Server, Plugins, Appearance, or Advanced Features, which are reserved for those 

in the Site administrators group. They have access to most of the tools for User, Course and Grade system settings and 

tools. 

 Specifically the sitewide Manager role can see these in Site administration: 
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 Notes: 

¶ Some of these can further restricted by editing specific capabilities of the role, e.g., create users, upload 

users from a file, manual enrolments, managing cohorts, language customisation, et cet. 

¶ Manager has access to Front page same as with other courses (as it is technically a course). 

¶ Manager has access to most system level reports but not the Configuration report. 

¶ Manager has the ability to assign other users as a sitewide Manager 

¶ Also, a Manager has the ability to edit the role of Manager itself - to disable this, you could prohibit the 

Create and manage roles moodle/role:manage capability 

 Assigning the role of Manager at the Category level 

 The Manager role can also be assigned in the context Category rather than sitewide. 

 Do this if you want someone to be able to have access to all the courses in a single category and manage them, 

but do not want them to have access to any of Site administration tools. 

 Assign this as follows: Site administration > Courses > Add/edit courses > (select a category) > Edit this category > 

Administration block: Assign roles > Manager > (select user) Add 

 Notes: 
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¶ A category-level manager is so only for the assigned category: to manage more than one category, you will 

need to assign them that role in each category separately 

¶ Category-level managers also manage any sub-categories beneath the category they are assigned, including 

create new subcategories and move courses 

¶ They can create courses in the their assigned categories 

¶ A category-level manager will not have as many capabilities as a site-level manager, since certain 

capabilities can only be applied in the system context i.e. via a system role 

¶ Regarding the capability to login as another user, for courses within the category that they manage, a 

category-level manager can only login as another course participant and browse within that course only 

 Note that in some commands are in the Administration block. Managers must Turn editing on in order to 

have Edit category and Add category links. The screenshot below is a view of the Administration block for a Category 

level Manager with Editing turned on, showing the Edit this category and Add a sub-category commands: 

 

 1.3.5.3 Course creator role 

 A user assigned the role of course creator can (as the name suggests!) create a course. If the setting "Creators' 

role in new courses" is left as default (teacher), then the course creator is enrolled as a teacher in the course they have 

just created and can then edit the course settings and enrol other users. 

 A course creator can also view hidden courses. 

 The role of course creator could typically be assigned to a master teacher, department head or program 

coordinator. 

 Deleting a course 

There is no user interface for course creators to delete courses they have created, however they can do so by editing 

the URL of the course from http://yourmoodlesite.net/course/view.php?id=N to 

http://yourmoodlesite.net/course/delete.php?id=N (replacing 'view' with 'delete'). 
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 Role assignment 

 A user may be assigned the role of course creator as a system role (in Administration > Site administration > 

Users > Permissions > Assign system roles) or in the course category context. 

 Role permissions 

 If you require a course creator to have additional permissions, it is recommended that the Manager role is used, 

rather than changing the course creator role permissions. Otherwise, allowing additional capabilities for the course 

creator role may result in course creators having access to courses which they have not created. 

 The role of course creator is ONLY intended for enabling users to create courses; it is not intended for enabling 

users to edit existing courses! 

 1.3.5.4 Teacher role 

 Teachers can do almost anything within a course, including adding or changing the activities and grading 

students. By default, teachers can also assign a Non-editing teacher role and a Student role to other users.  

 By default users are not assigned the role of Teacher throughout the site, but are only assigned (enrolled) as a 

teacher to a single course/class at a time. The same applies to students. Teachers can only teach in the courses they 

have been enrolled in.  

 Enrolling a user as a teacher in a course 

1. As a manager or administrator, go to Administration > Course administration > Users > Enrolled users 

2. Click the 'Enrol users' button at the top right or bottom left of the page 

3. From the 'Assign roles' dropdown choose the teacher role 

4. Select enrolment options as appropriate 

5. Browse or search for the user 

6. Click the Enrol button opposite the user. The user will indent in the list and the enrol button will disappear, 

indicating that the user is enrolled. 

7. When you have finished, click the 'Finish enrolling users' button (or simply close the enrol users box) 

 The user will then appear in the list of enrolled users and will no longer be available in the search list. 

 Changing Teacher Permissions 

 Note: if you need to modify the Teacher role significantly, it is advisable to create a new role rather than editing 

the default teacher role. 

 If you really need to change the default Teacher role, go to  Administration>Site 

administration>Users>Permissions>Define roles. In the right pane you will see Manage Roles with a list of user roles. To 

the right of the teacher description, click on the edit icon. 

 From the Editing role 'Teacher' page you can change what a teacher can or cannot do by checking or unchecking 

the Allow check-boxes under Capability/Permission. Be careful what you allow a teacher to do here. Consider the 

security vulnerabilities of giving a teacher an inappropriate permission. Only give the teacher permissions that are 

necessary or appropriate. To the right of many of the Allow check boxes are colored triangles the notify you of possible 

security warnings for each choice. Use those warnings to help you decide which permissions you will or won't give to 

your teachers. 
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 Assigning The Teacher Role category or sitewide 

 As stated above, by default teachers are not given the role of teacher. However, under some conditions (such as 

for homeschool parents) you may want to assign a user, or some users, the role of teacher for all the courses in one 

category, or for all the courses in your whole site without having to enroll as a teacher for each class. If so, you can (If 

necessary, add a new role and) give that permission on this same Editing role 'Teacher' page, under Role archetype. 

Under Context types where this role may be assigned check whichever apply. 

¶ Course: (Default setting-already checked) allows you to enroll a teacher to a specific course. 

¶ Category: (Allows the user to be a teacher in any course contained in the specific category).If you click on 

the check-box for Category, it enables a user to access all the courses in a particular category or multiple 

categories (depending to which they are assigned). To assign a Teacher to a Category, navigate to that 

category, then use the Administration menu to Assign roles. (If you are not inside the category the Assign 

roles menu item will not show.) If you want one Teacher to apply to all the Course Categories, then navigate 

to every category and Assign roles for each category. 

 If you want to give only some teachers these privileges, you may want to create another Teacher role that gives 

those permissions only to those trusted teachers who have been assigned that role. 

 1.3.5.5 Non-editing teacher role  

¶ A non-editing teacher is able within a course to view and grade students' work but may not alter or delete 

any of the activities or resources. 

¶ This role might typically be given to a classroom assistant for example. 

 1.3.5.6 Student role 

¶ A user with the Student role in Moodle can participate in course activities and view resources but not alter 

them or see the class gradebook. They can see their own grades if the teacher has allowed this. 

¶ When a student first joins Moodle they see all available courses. Once they have enrolled or been enrolled 

into at least one course they then only see their own courses in the My Courses section of the navigation 

block or via the My home link. 

¶ A student's view and navigation in Moodle will be different from the course teacher's or from students 

assigned to a different group. 

¶ Administrators and Teachers determine how a student enrolls, and what they can do or see in a Moodle 

site. These permissions can vary with each course or with any of Moodle's many kinds of activities. For 

example, in some contexts, students may correct or grade other students' work, be encouraged to explore 

everything in a course and interact with other participants. In a different context, the student maybe guided 

upon a very defined path, with minimal interaction with others. 

 1.3.5.7 Guest role 

 Moodle has a built-in "Guest account". Visitors can log in as guests using the "Login as a guest" button on the 

login screen and enter any courses which allow guest access. In addition, logged-in users can enter any courses which 

allow guest access without being required to enrol. 

 Guests ALWAYS have "read-only" access - meaning they can't leave any posts or otherwise mess up the course 

for real students. 

They cannot: 
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¶ Post in forums 

¶ Edit wiki pages 

¶ Participate in a chat 

¶ Take quizzes or Questionnaire (or Feedback) 

¶ Submit assignments 

¶ Add glossary or database activity entries or comments 

¶ Receive any scores or grades (because of the read-only access) 

 This feature can be handy when you want to let a colleague in to look around at your work, or to let students 

see a course before they have decided to enrol. 

 If you want guests to be able to take quizzes, or any of the other activities listed above, and have considered the 

security implications, you can create a visitor account, say with username = password = visitor, for everyone to share. 

 Skip login page for guest account 

 All users will be automatically logged in as guests if you enable Auto-login guests in Administration > Site 

administration > Users > Permissions > User policies. The standard login page is displayed after users visit page that 

requires real user login. 

 1.3.5.8 Authenticated user role  

When a user logs in, they are automatically assigned the role of authenticated user. A user will have additional roles as 

well as the authenticated user role according to where they are in Moodle, such as student in a course. 

By default, authenticated users have permission to edit their own profile, send messages, blog and do other things 

outside of courses. 

 1.3.6 Creating custom roles  

 Creating a new role 

 To create a custom role: 

1. Go to Administration > Site administration > Users > Permissions > Define roles. 

2. Click the "Add a new role" button. 

3. Select template for the new role or upload a preset 

4. Give the role a Short name e.g. 'Parent'.The short name is necessary for other plugins in Moodle that may 

need to refer to the role (e.g. when uploading users from a file or setting enrolments via an enrolment 

plugin). 

5. You must provide a full name for all custom roles. If you need to name the role for multiple languages you 

can use multi-lang syntax if you wish. 

6. Give the role a description (optional). 

7. Select an appropriate role archetype (see below for further information). 

8. Select the contexts where the role may be assigned e.g. 'User' for Parent role. 

9. Set permissions as required. 

10. Scroll to the top or bottom of the page and click the "Create this role" button. 
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 Creating a duplica te role 

 To create a duplicate role: 

1. Go to Administration > Site administration > Users > Permissions > Define roles. 

2. Click the "Add a new role" button. 

3. Select existing role as a template 

4. Give a name and set permissions for your new role; scroll down and click "Create this role". 

 New role considerations  

 A new role is not automatically listed in course descriptions even if was created by copying a role that is listed, 

such as Teacher. If you want the new role to appear in the course listing, you must set it explicitly via Administration > 

Site administration > Appearance > Courses>Course Contacts". 

 1.3.7 Example custom roles  

 Forum moderator role  

 A forum moderator for a particular forum is able to edit or delete forum posts, split discussions and move 

discussions to other forums. This role could be useful for example if you wish a student to be able to moderate a 

student forum but not have editing rights over the whole course. 

 Role assignment 

 A user can be made a forum moderator for a particular forum by assigning them the role of non-editing teacher 

(or teacher) in the module context, as follows: 

1. Access the forum as an editing teacher. 

2. In the Administration block for the forum (often towards the bottom left of your screen),click the Locally 

assigned roles link and assign the role of non-editing teacher to your chosen user or users. 
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 Alternative method of creating a forum moderator 

1. Create a new role, with some (or all) of the forum capabilities enabled. This technique allows a more flexible 

approach. For example, you can create an account with delete but not editing. 

2. Assign the role to the users, for a course, a course category, or even at site or system context, without giving 

all teacher capabilities.  

 Forum poster role  

 The forum poster role is a highly restricted custom role which may be given to a visitor account to enable them 

to post in forums in a guest access course. 

 Note that guests (ie, non-logged in users) are not able to post in forums even though the permissions suggest 

otherwise. 

 This role provides a workaround for situations where you have a course open to guests and you want to allow 

users not usually in your Moodle site to be able to contribute to discussions. 

 Note that you first need to create an account to be used by any visitor, for example: username = visitor and 

password = visitor (or a password following your own restrictions). 

 Creating a new role 

¶ As an administrator, go to Site administration>Users>Permissions>Define roles and click the 'Add a new role' 

button at the bottom of the screen. 

¶ On the next screen, ignore archetypes and presets and click 'Continue' 

¶ Give the role a name and if desired a description and tick the "System" and "Course" context: 
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¶ Click the 'Show advanced' button. 

¶ In the filter, type forum and from the search results, set 'Reply to posts', 'Start new discussions' and 'View 

discussions' to Allow 

¶ In the filter, type profile and from the search results, set Edit own profile', and 'View user profiles' and 

toProhibit 

¶ In the filter, type password and from the search results, set 'Change own password' to Prohibit 

¶ You may, according to the needs of your organisation, want to restrict other capabilities too, for example  

sending messages 
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¶ Click the 'Create this role' button. 

 Assigning the role to a visitor 

 Note: All these steps must be done as an administrator: 

¶ If you have not already done so, go to Site administration>Users>Accounts>Add a new user and create an 

account which will be used by any visitor to your guest access course. 

¶ Go to Site administration > Users > Permissions > Assign system roles. 

¶ You should now see your newly created role here 

¶ Assign the role to the visitor account user. 

¶ Go to your the guest access course where you wish the visitor to contribute to forums. 

¶ From Course administration>Users>enrolled users select the 'forum poster' role from the dropdown and give 

this role to your visitor. 

 Information for users 

¶ If your course has guest access, then it will not be immediately obvious that the visitor must log in to post. It 

might be helpful to add a label at the top of the course page with the details of the visitor username and 

password. 

¶ Remember to that visitor forum posts will all display the same name, so you could suggest in your 

explanatory note that they might wish (or not) to add their name when contributing. 

¶ Note that this role is very restricted, as it simply allows posting in forums. Some activities such as Quiz and 

Wiki are no longer accessible once the visitor is logged in. 

 Quiz user with unlimited time role  

 The role of Quiz user with unlimited time allows a user unlimited time to attempt a quiz which has a time limit 

set. 

 Role set-up 

¶ Access Administration > Users > Permissions > Define roles. 

¶ Click the button "Add a new role". 
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¶ Give the role a name e.g. Quiz user with unlimited time, short name and description. 

¶ Change the capability mod/quiz:ignoretimelimits to allow. 

¶ Click the button "Add a new role". 

 Role assignment 

 This role may be assigned in the system, course or module context, depending upon whether the user should 

have unlimited time in all quizzes in every course, all quizzes in selected courses or just in selected quizzes. 

 To allow a user unlimited time in all quizzes: 

¶ Access Administration > Users > Permissions > Assign system roles. 

¶ Choose the quiz user with unlimited time role to assign. 

¶ Select a user in the potential users list, and use the left-facing arrow button to add it to the existing users 

list. 

  Comment 

This method only allows you to give that student unlimited extra time. Or at least, if you do this, Moodle will not impose 

any time limit. If you need to give a specific amount of extra time, say 50% extra, you will need to enforce that some 

other way. For example, you could use an invigilator to monitor the student. Or you could point out to the student that 

Moodle tracks how long they spend on each quiz attempt, and ask them to monitor themselves. 

 1.3.8 Permissions  

 Moodle allows specific roles to be able to change other specific role capabilities based on the context. For 

example, a teacher in a course may want all students (users with a student role) to be able to edit all forums in that 

course. Or a teacher may want all students in a specific forum to be able to edit that forum. 

 If you want to give a specific student the ability to edit a specific activity, see Override permissions. 

 Course and activity permissions  

 Role permissions for a course can be changed in Administration > Course administration > Users > 

Permissions and for a particular activity in Administration > Activity administration > Permissions. 

 Click the Allow icon (+) opposite a capability to give permission to additional roles or the Prevent icon (X) to take 

away permission. 

 

 Block permissions 

 Block permissions can be changed by: 

¶ Turn editing on in the course 

¶ Click the assign roles icon (a face and mask) in the header of the block 
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¶ Scroll down to the settings block and click the Permissions link 

 

 Checking permissions 

 The check permissions feature provides a method to view all roles both in the current context and higher 

contexts (in Moodle 2.3.2 onwards) and capabilities for a selected user based on their role assignments. These 

capabilities determine whether or not the selected user is allowed to perform associated tasks within the system or 

course. 

 A teacher can check permissions for their course in Administration > Course administration > Users > 

Permissions > Check permissions and for a particular activity in Administration > Activity administration > Check 

permissions. 

 An administrator can check system permissions in Administration > Site administration > Users > Permissions > 

Check system permissions. 

 The review permissions for others capability (allowed for the default roles of manager, teacher and non-editing 

teacher) controls whether a user can check permissions. 

 

 Capability overview report  

 An administrator can generate a capability overview report in Site Administration > Users > Permissions > 

Capability report. 

 The report allows the administrator to select a capability and one or more roles. The report will show the role 

and its permission level for that capability. And if that capability was overridden for the role where in the site. For 

example, it might show that the gradereport:user view capability for a student role is set at the system level as "Allow" 

and for Course 1 it is set to "Prohibit". 


