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1. Managing a Moodle site

1.1 Managing accounts
An administrator can perform various tasks relating to user accounéglministration > Site administration >

Users > Accounts

1.1.1 Browse list of user s
An administrator can browse and search the list of all user accour@stiings > Site administration > Users >
Accounts > Browse list of users

Administrators can search for a particular user, using their name or email address as the search tehmanand
edit their profile. Editing a user's profile is a way to reset the user's passwords when they are unable to log in. Anot
NBI a2y F2NJ ySSRAy3 (2 SRAG | dzaASNDRDa LINPFAES A& (i R

1.1.2 Bulk user actions
The bulk user actions feature #dministration > Site administration > Users > Accounts > Bulk user actior
enables administrators to select users by creating a filter and then perform any of the following actions:

Send a mesge (requires Messaging to be enabled)
Delete user accounts

Display a list of users on a page

Download user data in text, ODS or Excel file format
Force users to change their passwords

Add users to a cohort

Users in st

Jsers _i, Avatatve [ A users (35

=A =4 =4 =4 =4 =4

To perform a bulk user action

1 If you know themgchoose your users from the availabl
list or else click Show Advanced to create a filter.

1 Users can be filtered according to full name, surnan
first name, email address, city/town, country seecses @ ﬁff?.ﬁ s vow st
confirmed, first access, last access, last loc SiadorTne
username, autentication.

1 If you have set a custom profile field, this is availal
too from the "Profile" dropdown box

1 Select users from the list.

1 Choose an action frortine dropdown meny

| Dawsd Tennant
| EG Mabang
|

1.1.3 Adding a new user
An administrator or manager (or any other usetthwihe capability moodle/user:.create) can create
new user accounts iBettings > Site administration > Users > Accounts > Add a new user.
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Username
The user will use this username to log in to the Moodle instance. It needs to be unique. This may
changeal. A user's name can only contain alphabetical letters in lowercase, numbers, hypherdérscore
' ', period ', or an at character '@".

Authentication method
Choose Joomdle if you want to have the user also created in Joomla.

Suspended account
Swspended user accounts cannot log in or use web services, and any outgoing messages are discarded.

Generate password and notify user

Moodle will generate a temporary password and email the user with instructions on how to log in and change
The email ressage (as in the screenshot below)may be changed irBite
administration>Administration>Language>Language settingSelect 'moodle.php’ and the string identifier
newusernewpasswordtext

Hi Bart Simpson,

A new account has been created for you at Top Clasz
and you have been issued with a new tewporary password,
Your current login information is now:
username: bsimpson
password: DStnkBg*SE
you will have to change your password

when you login for the first time)

To start using Top Class, login at

Password
This is the user's password. It is subject to the password policy in Site policies. A user can change their pass
by theSettings block > My Profile settings > Change passimérd

First Name
The user's first name. It is displayed alonthwiie last name in messages, forum posts, participants list, reports
and anywhere where something about the user is shows on the page.

Surname
The user's surname. It is displayed along with the first name in messages, forum posts, participant®iist, rep
and anywhere where something about the user is shows on the page.

Email address
Password reset notices, forum digests and other messages are sent to this email address from the Moodle sit

Emalil display
This setting controls who can see the usemail address.

Email format
This setting can be used such that Moodle will send-teny emails to the user.

TellFax: +40 262 226 778
CERTIFIED 286Y KGGLYKK ¢ ¢ édmiKid@hdisiay.co® 2 Y g

QUALITY

SECURITY
MANAGEMENT
SYSTEM

MANAGEMENT
SYSTEM




www.holisun.com

ggigﬂﬁg,ﬁ%monio H 0 Ll S U N @
S J

Email digest type
This setting set whether the user will receive an email for each new forum post in subscribed forums, or if ne

posts shold be sent once per day in a digest, and which type of digest.

)l
T
T

No digest (one receives individual emails),
Complete (a single digest daily) or
Subijects (a single digest daily with only the post topics included).

Forum auto -subscribe
If a user subscriba® a forum, new posts will be sent in the digest as specified. This setting sets whether a us

is automatically subscribed to forums or if a manual click on the subscription button in each forum is required.

time

Forum tracking
This setting specifies whethaew posts written since the user's last visit should be highlighted as such.

When editing text
This setting specifies whether the user prefers to see the WYSIWYG text editor or just a plain text box.

Screen Reader
Enabling this setting will improve ¢tdisplay of Moodle to make it more compatible with screen readers.

City/town
The user's city or town

Country
The user's country

Timezone
This setting is used to adjust the times of messages and assignment/quiz due dates to match the user's I

Preferred language
This will cause the Moodle interface to be displayed in the specified language. (See Language packs)

Note: Content will not be translated automatically, but if mildthguage content is entered the appropriate

language content wilbe displayed, if available.

Description
Information about the user that other users can see.

User Picture
The user's picture can be displayed next to the user's name next to any content he/she has posted in Moo

activities such as the forum. See Upatures for details.

site.

Interests
The list of interests can be used as a way of connecting users with similar interests. Tags must be enabled or
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There are several optional fields that come with an standard install. These includeP¥geh ICA number,
Skype ID, AIM ID, Yahoo ID, MSN ID, ID number, Institution, Department, Phone, Mobile Phone, Address.

1.1.4 Cohorts
Cohorts are sitevide or categorywide groups. Cohorts enable all members of a cohort to be enrolled in a
course in on&ction, either manually or synchronised automatically.

Creating a cohort
Cohorts can be created by site administrators and other users with appropriate permissions.

1 Access Administration > Site administration > Users > Accounts > Cohorts

Add new cohort

System cohaorts All cohorts Add new cohort Upload cohorts

Name*

Students 2015

Context

System v

Cohort ID

Visible

7 Set this as hiddenif you do not
want teachers to see it.

Description

9 Click the Addbutton

NOTE In the dropdown you can choose between making your cohort available throughout the site "system"
in a named category.

9 Cohorts are visible to teachers by default but unchecking the 'Visible' link will mean they are not available |
teachersto use in their courses. New feature

1 Complete the details and save the changes.

1 Follow the assign link opposite the cohort name in the list of available cohorts.
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Name Cohort|ID Description Cohortsize Source Edit

Teaching staff 2014-5 T1 89 Created manually
Admin staff Al 45 Created manually

9 Select potential users from the list then click the Add button.

To synchronise cohort nmebers with course participants, the Cohort sync enrolment plugin should be enablec
in Administration > Site administration > Plugins > Enrolments > Manage enrol plugins

Adding users to a cohort in bulk

AccesAdministration > Site administration > Useréccounts > Bulk user actions
Find users by setting an appropriate filter

Add users from the available list to the selected list

Choose 'Add to cohort' with selected users

= =4 =4 =

Managing category cohorts
Cohorts which have been created for a category ratheant the system can be located by selecting the
appropriate category and then clicking the Cohorts linkdministration>Category (name)>Cohorts

1.2 Enrolments
Enrolment, or 'enroliment’, is the process of marking users as participants in the coursencheles both

students and teachers. At the same time users are usually give a role in the course which specifies what they
allowed to do.

1.2.1 Enrolment plugins
Moodle provides a number of ways of managing course enrolment, called enrolmemlugi

Available course enrolment plugins

Instances | Test
Name enrolments Version Enable Up/Down Settings settings  Uninstall

Manual enromems 1/2 2014051200 SElngs

Self enrolment

Cohort syne oio 2014054200 s eltings

To set an enrolment method:
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Click omnAdministration > Site administration > Plugins > Enrolments > Manage enrol plugins

Click on theenablecheckboxes opposite your chosen enrolment plugin(s). If you wish, you may choose mol
than one enrolment mdiod.

Click the Save changédutton.

Click the settings link opposite the enrolment plugin(s) you have chosen.
Configure the required settings and click tf&aVe changédutton.

Repeat until you have edited all the plugins you have enabled.

The order m which enrolment plugins are applied can be set. This may be important for some plugins. It al
affects the order of enrolment options on the course enrol page.

=

= =4 =4 =4 =4

1.2.2 Manual enrolment
The manual enrolments plugin allows users to be enrolled manughaink in the course administration

settings. The plugin has to be enabled by the site administrator (see Enrolment plugins) and should normally be ena
as certain other enrolment plugins, such as self enrolment, require it.

Course settings
Checkig you have manual enrolment in your course

1 Inacourse, go tAdministration > Course administration > Users > Enrolment methods
1 Make sure Manual enrolments has its "eye" opened.

Enrolment methods

Name Usars Up/Down Edit
Manual enrolments 2
0
0
Add method

haagse W

Editing manual enrolment settings
Managers (and any other users with thapabilityenrol/manual:config) can edit the manual enrolment method

in the course and set the default enrolment period and default rolddministration > Course administration > Users >
Enrolment methods

“Manual enrolments

Enable manual |yeg E|
enrolments

Default role [ Student [=]
Default enrolment | days [CIEnable
duration
Notify before g =]
enrolment expires Enroller only

CERTIFIED 2 Enroller and enrolled user
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It is possible also for students @or teachers to be notified when enrolments expire by selecting either
"Enroller only" or "Enroller and enrolled user" from the dropdown "Notify before enrolment expires" and a time ir
"Notification threshold".

Enrolling users

Method 1

ook wbhE

7.

Go toAdministraton > Course administration > Users > Enrolled users

Click the 'Enrol users' button at the top right or bottom left of the page

Use the 'Assign roles' dropdown if you wish to change the role

Select enrolment options as appropriate

Browse or search for theser (Note that when searching for users, exact matches are listed first)

Click the Enrol button opposite the user. The user will indent in the list and the enrol button will disappea
indicating that the user is enrolled.

When you have finished, clickghFinish enrolling users' button (or simply close the enrol users box)

The user will then appear in the list of enrolled users.

Note: The enrolment option 'Recover user's old grades if possible' is not ticked by default and is easy to miss
admin canmake it so that the checkbox is ticked for all courses on the site by enabling the setting 'Recover grac
default' inAdministration > Site administration > Grades > General settings

Assign roles| Student

Today (6/02/13)

uration | Unlimited

Method 2

1.

Go toAdministration > Course administration > Users »lar@nt methods
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2. Click the 'Enrol users' icon in the edit column opposite manual enrolment
3. Select users from the not enrolled users list, using Ctrl + click to select multiple users
4. Click the add button to add the users to the enrolled users list

wor qernben rary (3

Editing individual enrolment start and end dates
Enrolment start and end dates may be edited for individual students as follows:

1. Go toAdministration > Course administration > Users > Enrolled users
2. Click the edit icon in the enrolment methods column for a paficuser.
3. Edit dates as required, then click the 'Save changes' button.

L scsin Sran e Enciramearaan

Admin settings
The manual enrolment plugin may be enabled or disabledvgitle inAdministration > Site administration >
Plugins > Enrolments > Manage enrol plugins.

Sitewide <ttings, including default settings for manual enrolment in new courses, may be set Vi
Administration > Site administration > Plugins > Enrolments > Manual enrolments

1 Enrolment expiration action specifies what happens when user enrolments reach expimadate. Please
note that option "Unenrol user from course" purges grades, group memberships, preferences and othi
user related data from the courses.

1 Hour to send enrolment expiry notificationspecify hour for sending expiration notifications.

1 Add irstance to new course$f this is enabled, then whenever a new course is created, manual enrolments
will automatically added to new courses.

1 Enable manual enrolmentsthis specifies if enrol instances are enabled by default in new courses, it is
stronglyrecommended to keep this setting enabled.

1 Default role- this sets the default role, which is normally student and may be altered by a teacher in ;
course.

9 Default enrolment duration this sets the default length of enrolment in new courses.

1 Notify beforeenrolment expires specifies if teacher or optionally students should be notified before the
expiration.

1 Notification threshold specify how many days should be users notified before the enrolment expiration.

1.2.3 Self enrolment
Self enrolment is thenethod whereby users can choose to enrol themselves into a course, either immediatel
by clicking "enrol me in this course” or by typing in an enrolment key they have been given. The enrolment plugin ne
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to be enabled by the site admin @nrolment plugnsand has to be enabled within the course. The manual enrolment
plugin has to be enabled in the same course as well.
Course settings for self enrolment

Checking self enrolment is enabled
In a course, go tddministration > Course administration > Usersnrolment methodand ensure the "eye" is opened
for self enrolment.

Enrolment methods

Name Users Up/Down Edit
Manuzl enralments 2
Self enrolment (Student) 0
0
Add method

Choose W

Adding an enrolment key to a course
A course enrolment (or enroliment) key is one method of restricBef enrolmento a smaller group. The
default setting is not to set a keyd allow anyone to enrol themselves into the course.

An enrolment key is often used as a simple method of having someone else beside the teacher determine
particular student can self enrol in the course. The idea is that one or more people willy dbpptourse key to
authorized people. Sometimes this distribution is private email, snail mail, on the phone or even verbally in a face
face meetings such as a class or counselor's office.

1 In the course administration block, clicksers>Enrolment metls
1 Make sure self enrolment is enabled (has its eye open) and then click the edit icon on the right:

Name Users Up/Down Edit
Manual enrolments 2
Guest access 0
Self enrolment (Student) 0 -r;[b
Edit |
Add method
Choose. .. v

1 Add your enrolment key in the box provided. (Cliskmaskio see what you are typing.)
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Custom instance name

Enable existing enrolments Yes v

Allow new enrolments Yes ¥
Enrolment key Unmask

Use group enrolment keys Mo v

1 ClickSave changes

Setting a group enrolment key
9 If you wish yar users to enrol themselves directly into a group in the course then you can set a grou
enrolment key which you then tell them to use when they access theesetfiment screen.
i To do this, you first need to add the course enrolment key as in the segltiove.
o If you do not set a master course enrolment key for the course, then anyone can enrol without a ke
and users will not be put into groups.
0 Users in groups do not need to know the master course enrolment key, only their own grou
enrolment key.
0 Useas not in a group can use the master course enrolment key as usual
1 Change the setting Uggroup enrolment key® Yes
Save the changes and then in the Course administration settings(ecticis>Create groups
1 Add an enrolment key to the group. This widl the key they type in to access the course. (The course
enrolment key is simply there to keep others out)

=

Making an enrolment key required in every course

By default, enrolment keys are not set. However, if the administrator wants to ensure all teasehersrolment
keys then this can be forced Administration>Site Administration>Plugins>Enrolments>Self enrolfilsimeans that
self enrolment settings will not "stick” until the teacher adds an enrolment key.
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NOTE It does NOT provide a site wide elment key.

Using the password policy for enrolment keys
To ensure that teachers use secure keys that follow your Moodle's password policy, check the box
Administration>Site Administration>Plugins>Enrolments>Self enrolment.

Giving users a hint of thenrolment key

By default, for security reasons, Moodle will not give any clues as to what the enrolment key is. Checking
box inAdministration>Site Administration>Plugins>Enrolments>Self enrolmiknprovide the first letter of the
enrolment key iheeded.

Setting the enrolment period
Tick the "enable" box to the right of Enrolment period and then choose your dates.

Enrolment duration
Set the amount of time a user enrolment is valid, starting with the moment the user enrols themselves.

disabkd, the enrolment duration will be unlimited.

Notifying users when their enrolment expires

It is possible also for students and/or teachers to be notified when enrolments expire by selecting eithe
"Enroller only" or "Enroller and enrolled user" from tkhieopdown "Notify before enrolment expires" and a time in
“Notification threshold".

Seif enroiment

Custom instance
name
Allow sef enraiments g [s

Envolment key (2 Unmask
Use group enroiment no |e
keys
Defauk assignedrole | snydent =]

Enrolment duration 1 £nable

Notity before | No [+
enrolment expires (2 | Enrolier only =]
Enroller and enrolled user

Notification threshold 4 davs vl
3 Y l

weeks
Startdate (3 '24[-] [HEDEREN | 201 Enable
- howrs
End date () 24 N mirntes 2012 Enable
seconds
Unearvol inactive after  Never v

Deciding the maximum number of users in your course
Type the maximum number of users you want in your course in "Max enrolled users". When this limit
reached, nobodwvill be able to selenrol. If you leave the number at 0 then there will be no maximum number.

Sending a welcome message to new users
If enabled, users receive the following message via email when thegrselfin a course:

Welcome to {Course name} If you have not done so already, you should edit your profile page so
that we can learn more about you: {link to profile page}

If you want to send a different message, simply type it in the custom welcome message text box.
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An admin can customise the mesedgr the whole site by editing theelcometocoursetextinguage string.

Admin settings
The self enrolment plugin may be enabled or disabled throughout the sit&dimnistration > Site
administration > Plugins > Enrolments > Manage enrol plugins.

Shardl settings for all courses
The pageAdministration > Site administration > Plugins > Enrolments > Self enrotoetatins options for defaults that
admin can set:

T

1

Require an enrolment keyif this box is ticked then all courses with seffrolment enablé will need to
have an enrolment key. The setting won't save until the teacher adds adayething to be aware of as
this can cause confusion:)

Use password policytick this box if you want enrolment keys set by teachers to follow the password policy
of the site.

Show hint-tick this box if you are prepared to allow the first letter of a key to be given as a "hint"
Enrolment expiration action specifies what happens when user enrolments reach expiration date. Pleas
note that option "Unenrol user fim course" purges grades, group memberships, preferences and other
user related data from the courses.

Hour to send enrolment expiry notificatiorspecify hour for sending expiration notifications.

Default enrolment settings in new courses
These can beet in Administration > Site administration > Plugins > Enrolments > Self enrolment but teachers
individual courses can alter them to suit their needs:

1

=

Add instance to new coursesif admin selects this, then any new course created will include the sel
enrolment plugin

Enable self enrolmentsf this is enabled then users by default can self enrol into a course.

Use group enrolment keyghe setting for group enrolment keys in a course will be set to "yes" by default
Default role assignmentnormally, when users self enrol, they have the student role. If necessary that role
can be changed by default heréor example- if your Moodle has a dedicated role you wish to use instead.
Enrolment duration this sets the default enrolment length for new cees (but again, may be altered by
the course teacher.)

Notify before enrolment expires specifies if teacher or optionally students should be notified before the
expiration.

Notification threshold specify how many days should be users notified befoesahrolment expiration.
Unenrol inactive afterthis sets the default time after which a student will be unenrolled if they haven't
accessed the courses. (Teachers may change this)

Max enrolled users adding a number here will specify the maximum numbgugers who can se#énrol

into new courses. Teachers in the course can change this. If it is left at O, there will be no maximum.
Send course welcome messagethis box is checked then newly enrolled users will receive a welcome
message by default.

Sef enrolment method options
One course may contain multiple self enrolment methods. User may be enrolled once in each instance only.

|l

Custom instance namespecify custom enrolment method name.
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1

Enable existing enrolmentsf disabled all users enrolledavihis plugin can not access course.

Allow new enrolments disable if you do not want to allow students to self enrol in the future.

Enrolment key specify key required for enrolment.

Use group enrolment keysoptionally use group keys for enrolment too

Default assigned rolespecify role to be assigned to users during enrolment, this can be changed manual
after enrolment.

Enrolment duration specify enrolment length, this can be manually after user enrolment.

Notify before enrolment expires specfies if teacher or optionally students should be notified before the
expiration.

Notification threshold specify how many days should be users notified before the enrolment expiration.
Unenrol inactive afterspecify time after which a student will be umelled if they haven't accessed the
courses.

Max enrolled users adding a number here will specify the maximum number of users who caergelf

into this course.

Only cohort membersoptionally restrict this enrolment method to members of specifieth@d.

Send course welcome messagethis box is checked then newly enrolled users will receive a welcome
message by default.

Custom welcome messagspecify custom message if necessary.

1.2.4 Cohort sync
Cohorts, or sitawvide groups, enable all memb&of a cohort to be enrolled in a course in one action, either
manually or synchronised automatically.

Note: Teachers can add cohorts to courses by default but a manager or admin can hide certain cohorts fr
teachers by unchecking the 'Visible' box ie thohort settings or by clicking the 'eye' icon on the Cohorts screen.

Enrolling a cohort in a course

In order to actually enrol users from a Cohort into courses@bbortSynd=nrollment plugin needs to be added
to the enrolliment methods for the cours@he Administrator will first need to enable t@®hortSynceenrolment plugin
site wide Administration > Site administration > Plugins > Enrolments

Adding a whole cohort
Available cohorts may be selected fr@@ourse administration>Enrolment methasl then selecting from the
dropdown the 'Cohortsync' method.
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Enrolment methods

Name

Manual enrolments

0a
4]
Ln
4]
[#7]
[¥5]

Self enrolment (Student)

Add method

Choose b

Self enrolment

l cororone |

Enrolling cohorts this way means that if members are added or removed from the cohort they are added
removed in the course toeie, enrolment is synchronised.

When synchronising a cohadttis also possible to automatically add all cohort members to the group:

Cohori mypnc Cohort syne
CAEIAT I“-::-:: CAEdodm i redance
name:
AR vy [w Actve g [+
E .--i-.-.._.:.l = Mo1"  Pamacs Facuty[=
- T L PSSR Spydert -
Lo L T - :
A e SRR ey
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Adding cohort members
Cohort members may be enrolled froBourse administration>Enrolled usarsl clicking the 'Enrol users'
button, and then 'Browse cohorts'.

: Enrol users

Assian roles Student v
Browse users ‘¢ Browse cohorts
Enrolment options

st Found 5 cohorts B
il

! Teaching staff 2014-5 Enrol 77 users
"R 2 Admin staf 3

2 AC t Enrol 38 users

3 London contingent Enrol 30 users
on

4 November Enrol 3 users
CC s Paris contingent Enrol 61 users
e
an

Search

pl Finish enrolling users

Enrolling cohds this way means that members may be removed individually from the couesethere is no
cohortsynchronisation

1.2.5 Guest access

The Guest access plugin allows users withGlest rolego view the contents of a course. This might be used,
for example, if a Moodle site serves as a website where certain courses contain publicly available information, or ¢
with a commercial Moodle site where courses with guest access can offers a "taster" of the kind of courses which r
be purchased. (Note thahe guest cannot participate in any activities; they can only view content.)

Course settings for guest access

1 InAdministration > Course administration > Users > Enrolment metficgtsensure that you have added
"guest access" as an enroliment methaahd that it has its eye open.

Ensure that self enrolment is also enabled.

In Administration > Course administration > Edit settjregsoll to "Guest access"

Set the drop down to "Yes"

If you wish guests to use a password to access the course then azle.it h

=A =4 =4 =4
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Guest access

Allow guest access Yes v

Password [Unmask

Admin settings for guest access

1 InAdministration > Site administration > Plugins > Enrolments > Manage enrol muging Guest access
is enabled (has its eye open.) This enables Guest access.

1 InAdministration > Site administration > PlugindVlanage authenticatiorset the Guest login button to
Show if you want the button on the Frontpage.

9 Also Guest accounts can be loggetheck theAdministration> Site administration > Server > Cleanup > Log
guest accessetting

Default settings for guest acess

T Clicking on Administration > Site administration > Plugins > Enrolments > Guest access brings up the sc
where admin can set defaults for guest access in courses.

T Clicking the ‘Advanced' button next to 'Allow guest access' will hide this settangonrse and will instead
display a 'Show more' link to click on to access the setting.

1 Guest access can be turned on by default in all new courses and you can also:

1 require each course with guest access to have a password for guests. (Note: this ecae ¢eathers who
are not aware of the requirement.)

1 use orignore your Moodle's standard password policy for guest access passwords

9 offer if needed the first letter of the password as a hint.

Auto-login guests

1 In Administration > Site administration > Wse> Permissions > User policies, you can tick the box so thai
visitors are automatically logged in as guests when accessing a course with guest access (i.e. they don't |
to click the "login as guest button".

1 In Administration > Site administration >uBins > Authentication > Manage Authentication, you must have
"Guest login button" set to "Show".

1 In Administration > Site administration > Security > Site policies you can check "Open to Google" setting
that the Google search robot will be allowed toter your site as a Guest. In addition, people coming in to
your site via a Google search will automatically be logged in as a Guest.

1.2.6 Category enrolments

The category enrolments plugin allows users to be enrolled in a category as opposed taaldivigrses. The
plugin has to be enabled by the site administrator (E@eolment plugins). The category enrolment plugin will
synchronise any role assignments at category context with the capahiliol/category:synchroniseset to allow.
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Note: It isrecommended thaCohort synds used in preference to category enrolments. There are performance
issues with category enrolments.

Settings for category enrolment

1 Go to the category into which you wish to enrol usé&ete: You need to have category right®anager or
administrator)

1 Inthe Administrationblock, clickAssign rolesThe list of possible roles you can assign will appear:

Assign roles in Category: Media

Please choose a role to assign

Category: Media L )
Role Description Users with role

0

n it i
e, Assign roles

NOTEThe roles you see here are roles which have been assigned at the category context and which you
able to assignig, the role has been checked%ite administration>Accounts>Users>Permissions>Define roles>Allow ro
assignments.

Admin settings for category enrolment
The category enrolment plugin may be enabled or disabled throughout the skenmnistration > $ administration >
Plugins > Enrolments> Manage enrol plugins.

Assigning teachers or students to a category

1 By default, only managers and course creators can be assigned catvederyif you want to add teachers
or students then the site administratoreeds to tick the "category” box in their role Administration > Site
administration > Users > Permissions > Define.roles

1 To ensure they will be automatically assigned as teachers/students in any new courses you make, |
administrator needs to set to Tlmw" the capabilityenrol/category:synchronisefbr the role in question
in Administration > Site Administration > Users > Permissions > Define roles

Capability Permission

Category enrolments

enrolicategony-synchronised Motset  Allaw  Pravent Prohibit

Allowing teachers to assign category roles

If you wish teachers to be able to assign roles in thegm@y context, you must ensure that the selected roles
are available in the category context and that your category teacher role has the selected role che€lited in
administration>Accounts>Users>Permissions>Define roles>Allow role assigtimenissmply assign a teacher to a
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category without taking these extra steps, then they will see a message "You cannot assign roles" wt
clickingCategory administration>Assign rales

1.3 Roles and permissions
A role is a collection of permissions defined tfoe whole system that you can assign to specific users in specific

contexts. The combination of roles and context define a specific user's ability to do something on any page. The n
common examples are the roles of student and teacher in the contexicolrse.

1.3.1 Managing roles

Managing overall role capabilities can be done by an administrator Aslmanistration > Site administration >
Users > Permissions > Define roldsis is the place to add custom roles or modify existing roles. The "Maokegg
tab, allows the system administrator to edit any one of over 350 different capabilities associated with any role. T
"Allow role assignments”, "Allow role overrides" and "Allow role switches" contain a matrix which give the ability for
specificrole to work with other specific roles.

Manage roles

The 'Manage roles' tab contains a list of roles on your site. The edit column contains icons for editing, delet
roles and copying roles, and for moving them up or down in the list (affecting thethvaayoles are listed around
Moodle).

-]
)
o
L3
»

S
=3
-]

short name Edn

To edit a role:

Go toAdministration > Site administration > Users > Permissions > Define roles
Click the edit icon opposite the role you want to edit. For example "student".
On the editing role page, change pessibns as required for each capability.
Scroll to the bottom of the page and click the "Save changes" button.

P wbn e

Role name localization
If a standard role name or description is empty Moodle uses a default string from the current language pa
Custom rolegan be customized using multilang syntax.

You may also override the role names separately in each course.
Resetting a role

To reset a role back to the default permissions:
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1. Go toAdministration > Site administration > Users > Permissions > Define roles
2. Click on the name of the role, for example "student".
3. Click the 'Reset' button.

Note that if you have students who have been given extra permissions at course and/or activity levels (such
forum ratings), then they will no longer be able to do this etiee role has been reset to its default. A teacher would
need to go back and set up these extra permissions in the course/activity levels again.

Allow role assignments
The "Allow role assignments" tab allows (or does not allow) a specific role to déoassign specific roles to a

user.
Manage rales Allow role asignmants Allow role overides Allow rale svatches
*fou can allow people who haee the roles on the left sade bo assign some of the column roles to other people
Managar Cowursa Taacher Nom. Staudant Guast Authanticated Awthenticatad
crealar wditing saEr user om
teacher frontpage
Manager 1= [ r = = O
Cowsa O [ O [ [l
=
Teacher i O 0 & = O O O
Hon-ediling O O O O O O O O
teachar

Enabling teachers to assign other teachers
By default, teachers can only assign other users the roles ofediting teachers, students and guests. If you want
teachers to be able to assign other teachers in theirrse, you can allow the role assignment:

Click orAdministration > Site administration > Users > Permissions > Define roles
Click the Allow role assignments tab.

Click the checkbox where the teacher row and column intersect.

Click the "Save changes" butto

b

Allow role overrides
The "Allow role overrides" tab allows (or does not allow) a specific role to be able to override specific roles fo
user. For example, it might allow a teacher role to override a student's role to-&diting teacher's role.

Note that the settings only apply to roles that have the capabilitiemodle/role:override or
moodle/role:safeoverride allowed.

Allow role switches

The "Allow role switches" tab allows (or does not allow) a specific role to be able to temporarily ¢haimge
role to another specific role. For example, this might allow a users assigned to a custom role in a course to see "Stuc
in the Settings > Switch role list.

Note: the selected role must also have the moodle/role:switchroles capability to beableitch.
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1.3.2 Assign roles

Context and roles

In Moodle, apart from the site administrator, users do not normally have a globalygiterole. In other words,
even though you may be a tutor offline, when you are in Moodle you could have a tutdnrtble course you teach in
but a student role in another course where you are studying for a diploma. There are a few exceptions but this
generally the case.

Because of the way Moodle works, assigning roles is done for a particular context. A siteusse are
examples of two different contexts. When you create a new role or tweak #xigting role vidAdministration > Site
Administration > Users > Permissions > Define,rptesare asked in which context(sluypaant the role to be assigned:

Context types ™ System
where this role = User
may be ¥ Category
assigned # Course
= Activity module
= Block

Here are some examples of contexts; how to get to the assign roles screen, and when/why you wol
assign roles here:

System context

9 Administration > Site Administration > Users > Permissions > Assign system roles

1 Any roles assigned here apply to the whiMeodle site. It makes sense therefore that only roles that need
this functionality can be assigned here. TWanagerrole andCourse creatorole are examples of two such
roles. Assigning a teacher or student here would result in their being able to sadki/in every single
course on the site, which is not usually desirable.

1 If you really feel your Moodle needs to have teachers or students assigned in the system context, go to t
teacher/student role inAdministration > Site administration > Users >nitesions > Define rolesid check
the "system" box. Then search for and allow the capabitibpdle/course:view

Front page context

9 Administration > Site Administration > Front Page>Users>Permissions>Assigned roles

9 Those with a role in the system contexi dot need to be assigned a role here as well.

1 However you might want to allow a teacher to manage items on the front page; in this instance, you wou
assign them the role on the Front page.

Course Category context
1 SeeCategory enrolments

1 Users may be eplled in the category to save enrolling them in each individual course in that category.

Course context
1 Go toAdministration > Course administration > Enrolled users
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9 Click the "Enrol users" button and click those users you wish to enroll

The dropdown meu at the top shows roles for which you are allowed to enrol; typically those users with lowel
roles than you.

Assign roles|Student |
Enrolment options
71 users found =
R o David Beckham =
2 K_‘a dbeckham@ GGG U«
. A" \Victoria Beckham Enrol

3y S0 wbeckham @
b @

Block context

1 (Within the block)Administration > Assign roles

1 You may wish to assign roles to a block if, for instance you want specifitegecsee the block but for it to
be hidden from others

Activity Module context

1 (Within the activity settingshdministration > Locally assigned roles

1 An example of this is assigning a student the teacher role locally in an individual activity likeneséothey
can moderate their classmates' posts while still retaining the student role in the rest of the course.

Hierarchy
By assigning a role to a user in a certain context, you grant them the permissions contained in that role for t
current contextand all lower contexts.

The list of contexts in hierarchical order is as follows:

System (no parent)

Front page (parent = system)

Course category (parent = parent category or system)
Course (parent = category or system)

Module (parent = course or systém

Block (parent = course or system)

User (parent = system)

=A =4 =4 =4 =4 4 =4

Roles can be inherited. For example if a user is assigned a Teacher role in a specific course category thel
user will have this role in ALL courses within the category. Tip: use the ovesdtlee in a specific context for
exceptions.

Roles will only work if the role assignment is made in the correct context. Some examples: a Teacher role sh
be assigned to a user in the course or course category context, a Forum moderator for a paiticuta should be
assigned in that specific forum.
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Assigning someone the role of Site administrator
i Site administrators are assigned via a special pAdministration > Site Administration > Users >
Permissions > Site AdministratoBelect the name frorthe right and move it over to the left:

Manage site administrators

Current site administrators 4 Add eare
) Remove » )
Existing users {i } — Potential users (68) 2
Mary Cooch (admin, [INNIIINGNEN Donna Anforth | I
Jacgues Balmat |
Brigitte Bardot (I

9 The original (primary) administrator cannot be deleted.

Checking a user's role assignments
A user's role assignments can be checked by going to their profile page then in the administration block un
the profie settings for the user, clicking 'This user's role assignments'.

Hidden roles

If you want to provide users with access to the course, but don't want them to be visible in the participants lis
use theOther userdink in the course administration men@Administration > Course Administration > Users > Other
Usersy. Assigning roles here provides course access, and editing rights according to the permissions set for the
assigned without actually enrolling the user in the course. This is similaetfutictionality of the "hidden user" check
box in previous versions of Moodle.

Note: By default, the only role which can be assigned to other users is the manager role. To enable other ro
such as teacher to be assigned, the capabhitibpodle/course:vew should be allowed for the role (see below).

Enabling teachers to assign the role of teacher
By default, teachers are only allowed to assign the roles ofawiting teacher, student and guest. To enable
teachers to assign the role of teacher:

AccesAdministration > Users > Permissions > Define roles
Click the tab "Allow role assignments".

Click the checkbox where the teacher row and column intersect.
Click the "Save changes" button.

P wbdhPR

Beware of assignments that don't make sense

There are many role agnments that do not make sense as the underlying functionality does not exist. Jus
because you give someone the "right" to do something does not guarantee that the interface or facility actually exi:
within the context that you have assigned that riglkror example, you can assign a user the right to create new
categories in the category context. However there is no interface within Moodle to do that (category creation is or
available at the system level).

Multiple assignments

A significant part ofhe roles infrastructure is the ability to assign a user into multiple roles (at the same time)
The capabilities of each role are merged to produce the effective set of capabilities. For example, a user could be bc
Teacher and Student in the same ce&l You should be careful to ensure that if you change a user's role that yol
remove them from any other roles as required as this will no longer be done automatically.
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1.3.3 Roles settings

User policies
The following settings may be changed by an auistriator in Administration > Site administration > Users >
Permissions > User policies

Role for visitors

Users who are not logged in to the site will be treated as if they have the role specified here, granted to them
the site context. The role ofu@st is the default and the recommended setting for standard Moodle sites. The user wil
still be required to login to participate in an activity.

Role for guest
This option specifies the role that will automatically be assigned to the guest userolehis also temporarily
assigned to non enrolled users when they enter a course that allows guests without password.

Deny Guest Access to a site altogether
Go toSite administratiors Plugins> Authentication> Manage authenticatiorand there is a switckhere that
allows you to turn the Guest Access button off altogether.

Default role for all users
It is recommended that the default role for all users is set to Authenticated user. To set it to a custom role, tl
custom role must be assignable in thesgym context and have role archetype set to none.

Note: It is not recommended that the default role for all users is set to student.

Auto-login guest
If not set, then visitors must click the "Login as a guest" button before entering a course whichgaltsi
access.

Note: If autelogin guest is set, the guest login button also needs to be set to shodfiinistration > Site
administration > Plugins > Authentication > Manage authenticqtiemen though visitors won't necessarily use it.

Hide user felds
The following user fields appear on users' profile pages. Certain user fields are also listed on the cou
participants page. You can increase student privacy by hiding selected user fields.

Description, city/town, country, web page, ICQ numbéyp@e ID, Yahoo ID, AIM ID, MSN ID, last access, My
courses and first access and groups

 User fields on users' profile pages are hidden from all users with the
capabilitymoodle/user:viewhiddendetailaot set.

I User fields on the course participants page arbidden from all users with the
capabilitymoodle/course:viewhiddenuserfieldsot set.

Unsupported role assignments
Unsupported role assignments are role assignments in contexts that make no sense for that role, such as
course creator role in the cose or activity context, or the teacher role in the user context.
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Prior to Moodle 2.0, there was no 'Context types where this role may be assigned' setting in the edit role fort
and so any role could be assigned in any context. Upon upgrading a sit& .Bpany role assignments in contexts that
make no sense for that role are listed as unsupported role assignmef@sttings > Site administration > Users >
Permissions > Unsupported role assignments

In general, it is safe to delete all unsupported raksignments. In doing so, the worst that can happen is for a
user to be unassigned a custom role; no other data loss will occur.

1.3.4 Using roles
Below are just a few creative examples of uses of roles and permissions in various settings.

Give a student forum moderator rights
How: Assign the role of neaditing teacher in the module context, via the "Locally assigned roles" link in the
forum administration section of the Settings block.

Forum administration
Edit settings

® Locally assigned roles
Permissions
Check permissions
Filters
Logs
Backup
Restore
Subscription mode
Show/edit current subscribers

9 Enables a user to edit or delete forum posts, split discussiodsmove discussions to other forums

SeeForum moderator roléor more details

1 Consider assigning this role to two students, and guiding them in learning to facilitate a forum together; f
example, they can share the "coverage" of the Forum on certaiesda

=

Enable a student to grade assignment submissions
How: Assign the role of neaditing teacher in the module context, via the "Locally assigned roles" link in the
assignment administration section of the Settings block

1 A form of peer assessment/evalizn
9 Similar use: Enable a student to grade essay questions in a quiz

Give a student the rights to approve database module entries
How: Assign the role of neaditing teacher in the module context, via the "Locally assigned roles"” link in the
database adhinistration section of the Settings block

1 Enables a user to approve, edit and delete database module entries
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91 Similar use: Give a student the rights to approve glossary entries

Allow a student to clean up saved chat sessions
How: Assign the role of neediting teacher in the module context, via the "Locally assigned roles" link in the
chat administration section of the Settings block.

1 Allows a user to delete chat logs for conversations which don't go anywhere
1 Allows a user to save chat logs for a longenigud of time
1 Allows a user to put together group chat sessions

Enable students to rate forum posts
How. Override the student role in the module context, via the "Permissions” link in the forum administratior
section of the Settings block, and allow ttegpability to rate forum posts.

Farum administration

Edit settings

Locally assigned roles

Permissions Rale posts Mon-editing teacher x , Teacher Manager
modMonim rate

Check permissions

Filters

Logs Allow role:
Backup
estore select role | T EG—— |

Subscription mode
Show/edit current subscribers

A formative assessment

Peer evaluation

SeeForum permissionfor more details

Similar uses: Enable students to rate database or glossary entries

=A =4 =4 =4

Allow students to unenrol themselves from a course
How: Override the studeinrole in the course context, via the "Permissions" link (Users > Permissions) in th
Course administration area of the settings block and allow the "Unenrol self from the course" capability.

9 Useful for taster courses, revision courses and any other cewvkich are optional
1 SeeUnenrolmentfor more details

Hide a block from guests
How: Override theguest rolein the block context, via the "Permissions” link (Users > Permissions) in the bloc
administration area of the Settings block and prevent the tdjig to view blocks.
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Block: Recent activity
Assign roles

® Pemmissions
Check permissions

Provide temporary access to a Guest Speaker in a completely online class
How: Create a notediting teaching role blocking access to everything but post to forum.

Steps to prevent guests from seeing confidential studefarmation:

1. Assign a guest role without access to grades and assignments.
2. Only grant access to the guest for the minimal amount of time they need to be in the class.

1.3.5 Standard roles

1.3.5.1 Site administrators
Site administrators have permissiorsdo anything.

Users may be assigned the role of site administrator by another site administrafatnimistration > Site
administration > Users > Permissions > Site administrdiatghe role itself cannot be edited (or deleted!).

Manage site administrators

Current site adminstrators Users

Main administrator (1) Potential users (19)
Mary Cooch (admin RNGu_—_—_—_——— (1

K < Agd

Remove »

Set main admin

Search Search

Note: The primaryadministrator (created when the site was created) cannot be removed from the site
administrator role.

1.3.5.2Manager role
The default Manager role enables users assigned the role to access courses and modify them, as well as per
certain administraitve level tasks related to courses, users, grade settings, etc.
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Unlike the administrator role, the Manager role is a 'real role', whose capabilities you can editshmilasto
Administrator (but much safer to use) due to its broad default powers Aasrmal role, like Course Creator or Teacher,
while the Manager role has almost very many capabilities by default, you can edit that role if you choose.

Adopting a bespractice based on thErinciple of Least Privilegeiggests that Admins should noriyalise a
Manager role, and not use an Administrator account, similar to the way you are recommended not to log into Linux
root.

The Manager role therefore allows a site Administrator to give very powerful roles to others who are assignec
Manager role but without having to give them a full Administrator role.

Assigning the role of Manager at the Site level

You can give someone the Manager role sitewide (to enable them for instance to add new users) by go
to Settings>Site Administration>Users>Piegions>Assign system rqgleslecting the Manager role and moving over
your chosen user.

When you do so, users in that role will have access to only some of the items in Site administration. They do
have access to areas such as Security, Servein®ldgpearance, or Advanced Features, which are reserved for those
in the Site administrators group. They have access to most of the tools for User, Course and Grade system settings
tools.

Specifically the sitewide Manager role can see these ina8it@nistration:
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Users
Accounts
Browse list of users
Bulk user actions
Add a new user
Cohorts
Upload users
Upload user pictures
Permissions
Define reoles
Assign system role
Check system permissiens
Capability overview
Courses
Add/edit courses
Backups
General backup defaults
Automated backup setup
Grades
General settings
Grade category settings
Grade item settings
Scales
Letters
Report settings
Language
Language customisation
Front page
Front page settings
Front page reles
Front page filters
Front page backup
Front page restore
Front page questions
Reports
Comments
Backups
Course overview
Logs
Live logs
Question instances
Security overview
Statistics

Notes:

1 Some of these can further restricted by editing specific capabilities of the role, e.g., create users, uplo
users from a file, manual enrolments, managing cohorts, language customisation, et cet.

Manager has acas to Front page same as with other courses (as it is technically a course).

Manager has access to most system level reports but not the Configuration report.

Manager has the ability to assign other users as a sitewide Manager

Also, a Manager has the abjlito edit the role of Manager itseKto disable this, you could prohibit the
Create and manage rol@esoodle/role:manageapability

= =4 =4 =

Assigning the role of Manager at the Category level
The Manager role can also be assigned in the context Category thtresitewide.

Do this if you want someone to be able to have access to all the courses in a single category and manage tt
but do not want them to have access to any of Site administration tools.

Assign this as followSite administration > CoursesAdd/edit courses select a categoryy Edit this category >
Administrationblock: Assign roles > Manager(select userpdd

Notes:
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1 A categorylevel manager is so only for the assigned category: to manage more than one category, you v
need to assig them that role in each category separately

1 Categorylevel managers alsmanage any subategoriesdbeneath the category they are assigned, including
create new subcategories and move courses

i They can create courses in the their assigned categories

1 A cate@ry-level manager will not have as many capabilities as aleitd manager, since certain
capabilities can only be applied in the system context i.e. via a system role

1 Regarding theapability to login as another user, for courses within the category they manage, a
categorylevel manager can only login as another course participant and browse within that course only

Note that in some commands are in the Administration block. Managers must Turn editing on in order |
haveEdit categornand Add categoy links. The screenshot below is a view of the Administration block for a Categon
level Manager with Editing turned on, showing thdit this categorand Add a sukcategorycommands:

Category: Sciences
Manage this category
Edit this category
Add a subcategory
Assign roles
Permissions
Check permissions
Cohorts
Filters
Restore course

1.3.5.3Course creator role

A user assigned the role of courseati@ can (as the name suggests!) create a course. If the setting "Creators
role in new courses" is left as default (teacher), then the course creator is enrolled as a teacher in the course they h
just created and can then edit the course settings anbkother users.

A course creator can also view hidden courses.

The role of course creator could typically be assigned to a master teacher, department head or progre
coordinator.

Deleting a course
There is no user interface for course creators to teleourses they have created, however they can do so by editing
the URL of the course from http://yourmoodlesite.net/course/view.php?id=N to
http://lyourmoodlesite.net/course/delete.php?id=N (replacing 'view' with 'delete").
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Role assignment
A user may beassigned the role of course creator as a system rolddministration > Site administration >

Users > Permissions > Assign system)roleis the course category context.

Role permissions

If you require a course creator to have additional permissitns,recommended that thdanager rolds used,
rather than changing the course creator role permissions. Otherwise, allowing additional capabilities for the cour
creator role may result in course creators having access to courses which they haveated.c

The role of course creator is ONLY intended for enabling users to create courses; it is not intended for enab
users to edit existing courses!

1.3.5.4Teacher role
Teachers can do almost anything within a course, including adding or chathginactivities and grading
students. By default, teachers can also assitloaediting teacher roleanda Student roleto other users.

By default users are not assigned the role of Teacher throughout the site, but are only assigned (enrolled) ¢
teacher to a single course/class at a time. The same applies to students. Teachers can only teach in the courses
have been enrolled in.

Enrolling a user as a teacher in a course

As a manager or administrator, goAalministration > Course administratienlsers > Enrolled users

Click the 'Enrol users' button at the top right or bottom left of the page

From the 'Assign roles' dropdown choose the teacher role

Select enrolment options as appropriate

Browse or search for the user

Click the Enrol button oppdsithe user. The user will indent in the list and the enrol button will disappear,
indicating that the user is enrolled.

7. When you have finished, click the 'Finish enrolling users' button (or simply close the enrol users box)

o g s wNPRE

The user will then appear i¢ list of enrolled users and will no longer be available in the search list.

Changing Teacher Permissions
Note: if you need to modify the Teacher role significantly, it is advisable to create a new role rather than edit
the default teacher role.

If you really need to change the default Teacher role, go té&dministration>Site
administration>Users>Permissions>Define rdtethe right pane you will see Manage Roles with a list of user roles. Tc
the right of the teacher description, click on the eididn.

From the Editing role 'Teacher' page you can change what a teacher can or cannot do by checking or unchec
the Allow checkoxes under Capability/Permission. Be careful what you allow a teacher to do here. Consider tl
security vulnerabilities ofjiving a teacher an inappropriate permission. Only give the teacher permissions that ar
necessary or appropriate. To the right of many of the Allow check boxes are colored triangles the notify you of poss
security warnings for each choice. Use theganings to help you decide which permissions you will or won't give to
your teachers.
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Assigning The Teacher Role category or sitewide

As stated above, by default teachers are not given the role of teacher. However, under some conditions (suct
for homeschool parents) you may want to assign a user, or some users, the role of teacher for all the courses in
category, or for all the courses in your whole site without having to enroll as a teacher for each class. If so, you ca
necessary, add a newle and) give that permission on this saditing role 'Teachepage, undeRole archetype
UnderContext types where this role may be assigcieeck whichever apply.

T
)l

Course (Default settingalready checked) allows you to enroll a teacher to a spemficse.

Category (Allows the user to be a teacher in any course contained in the specific category).If you click
the checkbox forCategory it enables a user to access all the courses in a particular category or multipl
categories (depending to whicthey are assigned). To assign a Teacher @atagory navigate to that
category, then use th@&dministrationmenu toAssign roles(If you are not inside the category tiessign
rolesmenu item will not show.) If you want one Teacher to apply to allGbarse Categories, then navigate
to every category and Assign roles for each category.

If you want to give only some teachers these privileges, you may want to create another Teacher role that gi
those permissions only to those trusted teachers whoeéhheen assigned that role.

1.3.5.5Non-editing teacher role

1

1

A nonediting teacher is able within a course to view and grade students' work but may not alter or delet
any of the activities or resources.
This role might typically be given to a classromsistant for example.

1.3.5.6 Student role

1

T

1

A user with the Studenble in Moodle can participate in course activities and view resources but not alter
them or see the class gradebook. They can see their own grades if the teacher has allowed this.

When astudent first joins Moodle they see all available courses. Once they have enrolled or been enrolle
into at least one course they then only see their own courses in the My Courses sectionnakitetion
blockor via theMy homelink.

A student's view ath navigation in Moodle will be different from the course teacher's or from students
assigned to a differergroup.

Administrators and’eachergietermine how a student enrolls, and what they can do or see in a Moodle
site. Thesgermissionsan vary with eeh course or with any of Moodle's many kinds of activities. For
example, in someontexts, students may correct or grade other students' work, be encouraged to explore
everything in a course and interact with other participants. In a different contextstingent maybe guided
upon a very defined path, with minimal interaction with others.

1.3.5.7 Guest role

Moodle has a builn "Guest account”. Visitors can log in as guests using the "Login as a guest" button on tl
login screen and enter any coursesigfhallow guest access. In addition, loggedisers can enter any courses which
allow guest access without being required to enrol.

Guests ALWAYS have "remaly" access meaning they can't leave any posts or otherwise mess up the course
for real studerts.

Theycannot
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Post inforums

Editwiki pages

Participate in ahat

Takequizzesor Questionnairgor Feedback)

Submitassignments

Addglossaryor database activitgntries or comments

Receive any scores or grades (because of the-oeadaccess)

= =4 =4 =4 =4 -4 A4

Thisfeature can be handy when you want to let a colleague in to look around at your work, or to let student
see a course before they have decided to enrol.

If you want guests to be able to take quizzes, or any of the other activities listed above, andhsider@d the
security implications, you can create a visitor account, say with username = password = visitor, for everyone to share

Skip login page for guest account

All users will be automatically logged in as guests if you emaltielogin guestsn Administration > Site
administration > Users > Permissions > User paliTies standard login page is displayed after users visit page that
requires real user login.

1.3.5.8 Authenticated user role
When a user logs in, they are automatically assignedrtthe of authenticated user. A user will have additional roles as
well as the authenticated user role according to where they are in Moodle, such as student in a course.

By default, authenticated users have permission to edit their own profile, send gesshlog and do other things
outside of courses.

1.3.6 Creating custom roles

Creating a new role
To create a custom role:

1. Go toAdministration > Site administration > Users > Permissions > Define roles

2. Click the "Add a new role" button.

3. Select templat for the new role or upload a preset

4. Give the role a Short name e.g. 'Parent'.The short name is necessary for other plugins in Moodle that n
need to refer to the role (e.g. when uploading users from a file or setting enrolments via an enrolmer
plugin).

5. You must provide a full name for all custom roles. If you need to name the role for multiple languages y:
can usemulti-lang syntavf you wish.

6. Give the role a description (optional).

7. Select an appropriate role archetype (see below for further infororgti

8. Select the contexts where the role may be assigned e.g. 'User' for Parent role.

9. Set permissions as required.

10. Scroll to the top or bottom of the page and click the "Create this role" button.
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Adding a new role
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Creating a duplicate role
To create a duplicate role:

Go toAdministration > Site administration > Users > Permissions > Define roles

Click the "Add a new role" button.

Select existing role as a template

Give a name and set permissions for your new role; scroll downlakd'Create this role".

PN

New role considerations

A new role is not automatically listed in course descriptions even if was created by copying a role that is list
such as Teacher. If you want the new role to appear in the course listing, you musexggiditly viaAdministration >
Site administration > Appearance > Courses>Course Contacts".

1.3.7 Example custom roles

Forum moderator role

A forum moderator for a particular forum is able to edit or delete forum posts, split discussions and mov
discussions to other forums. This role could be useful for example if you wish a student to be able to moderate
student forum but not have editing rights over the whole course.

Role assignment
A user can be made a forum moderator for a particular forunagsigning them the role of neediting teacher
(or teacher) in the module context, as follows:

1. Access the forum as an editing teacher.
2. In the Administration block for the forum (often towards the bottom left of your screen),click tlvally
assigned rolglink and assign the role of neediting teacher to your chosen user or users.
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Forum administration
Edit settings

® Locally assigned roles
Permissions
Check permissions
Filters
Logs
Backup
Restore
Subscription mode
Show/edit current subscribers

Alternative method of creating a forum moderator

1. Create a new role, with some (or all) of the forum capabilities enabled. This technique allows a more flexil
approach. Fpexample, you can create an account with delete but not editing.

2. Assign the role to the users, for a course, a course category, or even at site or system context, without giv
all teacher capabilities.

Forum poster role
The forum poster role is a Hity restricted custom role which may be given to a visitor account to enable them
to post in forums in a guest access course.

Note that guests (ie, nelogged in users) are not able to post in forums even though the permissions sugge:
otherwise.

This rde provides a workaround for situations where you have a course open to guests and you want to allc
users not usually in your Moodle site to be able to contribute to discussions.

Note that you first need to create an account to be used by any visitoreample: username wisitorand
password =visitor (or a password following your own restrictions)

Creating a new role

1 As an administrator, go tSite administration>Users>Permissions>Define evid<lick the 'Add a new role'
button at the bottom ofthe screen.

1 On the next screen, ignore archetypes and presets and click 'Continue’

1 Give the role a name and if desired a description and tick the "System" and "Course" context:
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Short name Forum poster
Custom full name Forum poster

Custom description Paragraph

A restricted rele to allow a user to post in a forum

Path: p

Role archetype Mone v

xt types where this role may be ® System
assigned User
Category
+ Course
Activity module
Block

M Click the 'Show advanced' button.

1 In the filter, typeforumand from thesearch results, set 'Reply to posts', 'Start new discussions' and 'View
discussions' té\llow

1 In the filter, typeprofileand from the search results, sedit own profile', and 'View user profiles' and
toProhibit

1 In the filter, typepasswordand from thesearch results, set '‘Change own passwordPtohibit

1 You may, according to the needs of your organisation, want to restrict other capabilities too, for example

sending messages
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Capability Permission Risks
System

Change own password Prohibit
moodle/user:changeownpassword Default: Mot set
Edit own user profile Prohibit
moodle/usereditownprofile Default: Not set
Course

View user profiles Prohibit
moodle/userviewdstails Default: Not set
Activity: Forum

Reply to posts Allow
mod/forum:replypost Default: Mot set
Start new discussions Allow
mod/forum:startdiscussion Default: Not set
View discussions Allow
mod/forum:viewdiscussion Default: Not set

1 Click the 'Create this role' button.

Assigning the rde to a visitor
Note: All these steps must be done as an administrator:

1 If you have not already done so, goSde administration>Users>Accounts>Add a new aisércreate an
account which will be used by any visitor to your guest access course.

Go toSite administration > Users > Permissions > Assign system roles

You should now see your newly created role here

Assign the role to the visitor account user.

Go to your the guest access course where you wish the visitor to contribute to forums.

FromCourse anhinistration>Users>enrolled useayslect the 'forum poster' role from the dropdown and give
this role to your visitor.

= =4 -4 —a A

Information for users

9 If your course has guest access, then it will not be immediately obvious that the visitor must log in to post.
might be helpful to add a label at the top of the course page with the details of the visitor username an
password.

1 Remember to that visitor forum posts will all display the same name, so you could suggest in yo
explanatory note that they might wish (aot) to add their name when contributing.

1 Note that this role is very restricted, as it simply allows posting in forums. Some activities such as Quiz «
Wiki are no longer accessible once the visitor is logged in.

Quiz user with unlimited time role
Therole of Quiz user with unlimited timeallows a user unlimited time to attemptguizwhich has a time limit
set.

Role setup
T  Acces®administration > Users > Permissions > Define.roles
9 Click the button "Add a new role".
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1 Give the role a name e.g. Quiz uséth unlimited time, short name and description.
1 Change the capabilitmod/quiz:ignoretimelimitgo allow.
9 Click the button "Add a new role".

Role assignment
This role may be assigned in the system, course or module context, depending upon whethseittshould
have unlimited time in all quizzes in every course, all quizzes in selected courses or just in selected quizzes.

To allow a user unlimited time in all quizzes:

1 AccesAdministration > Users > Permissions > Assign system roles

1 Choose the quigser with unlimited time role to assign.

1 Select a user in the potential users list, and use theféafing arrow button to add it to the existing users
list.

Comment
This method only allows you to give that student unlimited extra time. Or at leastuifio this, Moodle will not impose
any time limit. If you need to give a specific amount of extra time, say 50% extra, you will need to enforce that so
other way. For example, you could use an invigilator to monitor the student. Or you could point thet $tudent that
Moodle tracks how long they spend on each quiz attempt, asidthem to monitor themselves.

1.3.8 Permissions

Moodle allows specific roles to be able to change other specific role capabilities based on the context. |
example, a teacdr in a course may want all students (users with a student role) to be able to edit all forums in the
course. Or a teacher may want all students in a specific forum to be able to edit that forum.

If you want to give a specific student the ability to ealgpecific activity, se®verride permissions.

Course and activity permissions
Role permissions for a course can be changedAdministration > Course administration > Users >
Permissionand for a particular activity iAdministration > Activity admisiration > Permissions

Click the Allow icon (+) opposite a capability to give permission to additional roles or the Prevent icon (X) to t
away permission.

Advanced roke owerride Choose

Fiter

Capability Risks Roles with peemission Prohibded

Non-editing WachanX, Teacher

Marager *
maoda'couss verwhddenacihling e
+

Acthenticaled wser. Sude i

Non-editing WactwC Tesche
moodierating rate Manager

-

Block permissions
Block permissions can be changed by:

9 Turn editing on in the course
9 Click he assign roles icon (a face and mask) in the header of the block
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9 Scroll down to the settings block and click the Permissions link

Block: Latest news
Assign roles
Permissions
Check permissions

Course administration

Checking permissions

The check permissions feature provides a method to view all roles both in the current contextcguaal hi
contexts (in Moodle 2.3.2 onwards) and capabilities for a selected user based on their role assignments. Th
capabilities determine whether or not the selected user is allowed to perform associated tasks within the system
course.

A teacher can leeck permissions for their course iddministration > Course administration > Users >
Permissions > Check permissiand for a particular activity iAdministration > Activity administration > Check
permissions

An administrator can check system perntss inAdministration > Site administration > Users > Permissions >
Check system permissions

Thereview permissions for others capabil{gillowed for the default roles of manager, teacher and +ealiting
teacher) controls whether a user can check pesgioiss.

Capability overview report
An administrator can generate a capability overview reporSite Administration > Users > Permissions >
Capability report

The report allows the administrator to select a capability and one or more roles. The reficshow the role
and its permission level for that capability. And if that capability was overridden for the role where in the site. F
example, it might show that the gradereport:user view capability for a student role is set at the system leviida's "A
and for Course 1 it is set to "Prohibit".
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